croco0a OCYIIECTBICHUS MPABOCYIUsS B PEaMsIX COBPEMEHHOTO MH()OPMAIMOHHOTO
oO1recTna.
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Yro10BHAs1 OTBETCTBEHHOCTD 32 NPECTYIJICHUS
B c(pepe KOMNBbIOTEPHOI HH(poOPMaLMU

Komnvromepol u ungpopmayuonnvie mexnonocuu cmanu HeOMbeMIeMOl 4aCmblO HCUSHU
node 6o ecex cpepax desmenvrocmu. QOHAKO NPOYecc KOMNbIOMePU3ayUuU umeen He moibko no-
JIOJiCUMeNbHble, HO U ompuyamenvbhvie cmoponvl. MHgopmayuonnvle mexnoniocuu OmHoiHe 635mbl
Ha 800pYJHCEHUE He MOIbKO PAO0BLIMU NONb30BAMENAMU, HO U NPECMYNHUKAMU. DMo u cnocoocm-
808AJI0 NOSGNEHUIO MAKO20 8UOA NPECMYNIEHUN, KAK NPeCmynleHus 6 chepe KOMNbIOMEPHOU UH-
Gopmayuu uru komnviomepHvie npecmynienus. Lleivo 0aHHOU cmambu A61€emMcs paccmMompeHue
00WUX NOJIONCEHUT, KACAIOWUXC NPeCmYNIeHUll 6 chepe KOMNbIOmMepHOU uHpopmayuu, pasiuy-
HbIX DJIEMEHMO8 UX COCMAsd, NPOAHATUZUPOBAMb Cyuecmeylouue 6 Oelicmsyloujem 3aKOH00d-
menbemee NOHSAMus.

Knroueswvie cnosa: ungopmayus; komnviomepHas ungopmayus; odvekm, cyovekm,; 00beK-
MUBHAsL CMOPOHA; CYOEKMUBHASL CMOPOHA.
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Criminal liability for crimes in the field of computer information

Computers and information technologies have become an integral part of the life of people
in all spheres of activity. However, the process of computerization has not only positive but also
negative aspects. Information technologies have now been adopted not only by ordinary users, but
also by criminals. This contributed to the emergence of such types of crimes as crimes in the field of
computer information or computer crimes. The purpose of this article is to consider general
provisions regarding crimes in the field of computer information, various elements of their
composition, to analyze the concepts existing in the current legislation.

Keywords: information; computer information; object; subject; objective side; subjective
side.

[Ipu pazpaborke Koncturyuu PO oqHUM U3 BOXKHEHIIIMX OTPAKEHHBIX B HEM
paB SBJSJIOCH MPABO Ka)JA0ro CBOOOJHO MCKaTh, MOJy4YaTh, MepeaaBaTh, IPOU3BO-
IUTh U PacHpOCTPaHiITh WH(MOPMAIUIO JIOOBIM 3aKOHHBIM CIIOCOOOM, OTPa)KEHHOE
B 4. 4 c1. 29 Konctutyuuu [2]. Camo ke 3aKpersieHHOe NoHsITHEe HHGOpMAaLK ObLIO
Pa3bACHEHO MOJOKeHUs MU CT. 2 O3 Nel49-D3 «O6 undopmanuu, HHGOPMAIIMOH-
HBIX TEXHOJIOTHSX U O 3amuTe uHpopManmu», rae uadopmaius Obljia oXapakTepu-
30BaHa KaK CBeJACHHs (COOOICHMS, JaHHBIE) HE3aBUCUMO OT (hOPMBI MX TPEICTaBIIe-
Hug [1].

B coBpemenHOM MUpe MpUMEHEHHE PA3JIMYHBIX HHPOPMAIMOHHBIX TEXHOJO-
Ui ¥ HOBIIIECTB B JJAHHOW 00JIACTH 3aHMMAET OJHO M3 BEAYIIMX MECT B obecreye-
HUU JIOJDKHOTO (PYHKIIMOHUPOBAaHUS 0O1IecTBa. B CBSI3M CO CTOJNb TECHOU CBSA3BIO
MH()OPMAIMOHHBIX TEXHOJOTHH W KU3HHM OOIIECTBA HE MOT HE BO3HHUKHYTH DS
MPOTUBOMNPABHBIX MMOCITaTENbCTB, HMEIOIMIMNX I€JIbI0 HapyUIEHHE HOPMaJIbHOTO
(YHKIIMOHUPOBAHUS CJIOXKUBIIEHCS cucTeMbl. JlaHHBIE TMOCATAaTEeNbCTBA OBLIN
000011IeHBI U OTpakeHbI B IPUHATOM B 1996 rony YronoBHOM kojiekce PD, rie Obl-
JIM CUCTEMAaTU3UPOBAHBI MOJ] OOIIMM Ha3BaHUEM: MPECTYIUICHHUS B cPepe KOMIIbIO-
TepHOM MHpOpMaLIIH.

B pazBuBaromemcs Ha MOMEHT NpUHATUSA HOBOro YK poccuilckoM 3aKOHOJa-
TEJIbCTBE MOHITHE KOMIBbIOTEPHOU MH(GOPMAIIMU HE CYIIECTBOBAJIO, MOATOMY 3aKO-
HOJAATENb MOJIb30BAJIICA MOHITHEM, MPENIOKEHHBIM COIIAIEHUEM O COTPYAHUYECT-
Be rocyaapctB-yyacTHukoB CotpyanudectBa HeszaBucumbix 'ocynmapctB B Oopnoe
C mpecTyIuieHusIMU B cepe KommbroTepHoi uHpopmanmu. I1. 6 ct. 1 mannoro Co-
TJIAINEHUS OTMpPEEIsieT KOMIBIOTEPHYIO WH(MOpMAIio Kak WH(POpMAIni, HaXOs-
IIYIOCS B MAaMSITH KOMIIBIOTEPA, HA MAIIMHHBIX WM WHBIX HOCUTESX B (popme, moc-
TynHOU Bocnpusatuio DBM, wnn nepeparoniascs no kaHaiaMm cBs3u [3]. Bopouewm, B
HACTOAIIUM MOMEHT JAaHHOE MOHSTHUE CYIIECTBEHHO M3MEHEHO 3a YyCTapeBaHUEM
TepMuHa «9BM» 1 B3aUMOCBSI3aHHBIX C HUM NOHATUH. [eicTByIOIIIee B HACTOSIUN
MOMEHT OTIpe/IeJICHINEe KOMIBIOTEpHON WH(GOpPMAIUU OBLJIO MPUBEICHO B BBEIACHHOM
@3 ot 07.12.2011 Ne 420-®3 npuinoxenuu Ne 1 k cr. 272 YK P®. Ilox komnsrorep-
HOM MH(pOpMaIME MOHUMAIOTCS CBEACHUS (COOOIIEHNs, JaHHBIC), TPEICTABIICHHEIC
XpaHeHus, 00pabOTKH U MepeadH.
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[Tox mpectymienusiMu B chepe KOMIbIOTEpHONH HHpOpMalMend MOHUMAIOTCS
PEe1yCMOTPEHHbIE TOJOXKEHUSIMU B (POpME DIIEKTPUUECKUX CUTHAJIOB, HE3aBHUCHUMO
oT cpeacTB ux ri. 28 YK P® obiiecTBeHHO onacHble estHUs (IeHCTBUS Uin Oe3/ei-
CTBHUA), OCYILECTBISEMbIE YMBIIJIEHHO WM MO HEOCTOPOKHOCTH, HAIpPaBJICHHBIC
IPOTUB 0€30MaCHOCTH KOMITBIOTEPHON MHPOPMaLUU U MPUUHHSIONIUE JTUO0 CoCco0-
HbI€ PUYMHUTH BPEJ OXpaHSIEMbIM 3aKOHOM Ojiaram (OTHOILIEHUSIM COOCTBEHHOCTH,
npaBaM JMYHOCTH U JIp.).

B poccuiickoM yroyioBHOM 3aKOHOJATENIbCTBE yKa3aHHAs Tpymna JesHui Obuia
oTpakeHa BrepBble; B 3akoHonatenbcTBe CCCP Takux NesHuM He mpeaycMaTpuBa-
JIOCh.

[IpeameToM yka3aHHOW Tpymmbl MPECTYIUICHUH sBiseTCs MH(OpMAIus, BbI-
CTyMarwIias B ABYX MIOCTACIX: OXpaHseMas 3aKOHOM KOMIIbIOTE€pHash MH(pOpMaLIUs
(ct. 272,274, 274.1) n obmienoctynHas uapopmarus (ct. 273).

[To moBomy oOBEKTa mpecTymieHuid B cdepe KOMIbIOTEpHON HH(Oopmanuu
B Hay4HBIX Kpyrax He CyIIeCTBYeT eInHOro MHeHus. Tak, Hanpumep, T. I'. CmupHo-
Ba YKa3bIBAET, YTO POJOBBIM OOBEKTOM SIBIISICTCS OOIIECTBEHHAsT O€30MaCHOCTh, BU-
JIOBBIM — CBSI3aHHAs C OOIIECTBEHHOW O€30MaCHOCTHIO CIICIHAIbHAS TPyTa 001IecT-
BEHHBIX OTHOIIIEHUH, COJIEPAKAHUE KOTOPHIX COCTABIISIOT IIPpaBa U MHTEPECHI pa3iny-
HBIX CyOBEKTOB B 001acTH o0ecnieueHrs: 6€30MacHOCTH MCTIONb30BaHMs HHPOpMAIH
1 WHOOPMAITMOHHBIX PECYPCOB, HEOOXOAUMBIX ISl HOPMAIBHOU KU3HEAESTEIBHO-
ctu conuyma [4, c. 12].

[Tpodeccop b.B. 3apaBomMbICTIOB TIOJIaraeT, 4TO COMEPKAHUEM YKA3aHHBIX OT-
HOIIICHHUM SBJISIOTCS TIPaBa U MHTEPECHI OTACIBHBIX JTUYHOCTEH, OOIIECTBA B IEJIOM H
rocyJ1apcTBa OTHOCUTENIBHO KOMIBIOTEPHBIX CUCTEM, MPEACTABISIONIMX COOOW MOJI-
Jexalue mpaBoBoi oxpane Onara. K BuoBoMy oO0BEKTy OH OTHOCHUT IIpaBa U UHTE-
pechl PU3NYECKUX M IOPUAMYECKUX JIUI], OOIIEeCTBa M TrOCYJapCcTBa IO MOBOAY HC-
MOJIb30BaHUsl KOMIIBIOTEPHBIX cUcTeM [5, c. 350].

B kauectBe HEMOCPEACTBEHHOTO OOBEKTA JAHHOMW TPYIIIbI MPECTYIICHUN BbI-
JIEISIFOT KOHKPETHBIC TIpaBa U MHTEPECH! IMYHOCTH, OOIIECTBA W TOCYAapCTBa IO T0-
BOJY MCIOJB30BAHMS KOMITBIOTEPOB, UX CUCTEM UiU ceTeid. OH uMeeT BaXKHOE Mpak-
TUYECKOE 3HAYCHHUE JUIsl KBaNM(UKAIMU TPECTYIJICHUH, TO3BOJISISL B Psijie CIydyaeB
OTTPaHUYUTh JTAHHOE MPECTYIUIEHUE OT APYTHX OJHOPOIHBIX COCTABOB.

OOBbeKTUBHAS CTOPOHA YKA3aHHOW TpyNIbl JESHUN XapaKTepU3yeTcs Kak
nerictBue (0e3aeiicTBUE), CBA3aHHOE C MCIIOJb30BAHUEM KOMITBIOTEPHBIX CHUCTEM
U ceTeH, MPUYMHUBIIEE BPEJ JUYHOCTH, OOIIECTBY HJIM TOCYAapCTBY MM CIO-
coOHOE MPUUYMHUTDH TakoM Bpen. JesHus, npenycmorpennsie 1. 28 YK, kak npa-
BUJIO, MPEACTABISAIOT COOOM aKTUBHbBIE JIEMCTBUS (Hanpumep, pa3paboTka Bpelo-
HOCHBIX (BUPYCHBIX) IPOTPaMM, OTKJIIOUYEHHUE 3JIEMEHTOB KOMIIbIOTEPHBIX CUCTEM
u 1. 1. CoctaB, chopmynupoBaHHbild B ¢T. 274.1, npeamnonaraer 0e3neicTBUE —
HapylUIEHUE YCTAHOBJEHHBIX MPaBUJ AKCIIyaTalldd KOMIBIOTEPOB M KOMIIbIO-
TEPHBIX CUCTEM.

CyObeKkToM IpecTyIyieHud B cepe KOMIbIOTEpHON MH(OpMAIMU BBHICTYHAET
(dU3MYeCKH BMEHSEMOE JIMIO, JOCTUIIIEE K MOMEHTY COBEpIICHHS MPECTYIICHUS
Bo3pacta 16 jmer. CyOBeKT npeaycCMOTPEHHOTO CT. 274 mocsarareabCcTBa HaJCIeH J10-
MOJTHUTEIILHBIM MPU3HAKOM — JTOCTYIIOM K CPEJCTBAM XpaHEHUs, 00pabOTKU WK Tie-
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peaadyd  OXpaHseMOM KOMIbIOTEpHOM HHopManuu Jub60 UHEOOPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIM ceTsiM. CrnenuanbHbIM CYOBEKTOM SIBJISETCS JIUIO IO
IPYNIIOBOMY UJIU CITYKEOHO-MPOPECCUOHAIBHOMY MPU3HAKAM.

CyObeKkTUBHAsI CTOPOHA XapaKTEepU3YyeTCs BHUHOW, Kak MpaBuiio, B (Gopme
ymbicna. Hapyuienue npaBuil 3KCIuTyaTalliy CPeJICTB XpaHeHUsI, 00pabOTKU WIIK Tie-
peaadyd  OXpaHseMOM KOMIbIOTEpHOM HHopManuu Jub60 UHGOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETe MOXKET ObITh COBEPILIEHO U MO0 HEOCTOPOKHOCTH.

Takum oOpa3oM, MOABOMASI UTOr BBILIEU3IOKEHHOMY, MOXHO CHENaTh Clie-
JYIOIIHMI BBIBOJ: B COBPEMEHHOM YTOJIOBHOM 3aKOHOAATENIbCTBE PA3IUYHbIE AJIE€MEH-
Thl COCTaBa PACCMOTPEHHOM TIPYIIbI MPECTYMHBIX MOCATATEIbCTB J0 CUX MOp HE
NpUBEACHBI K €IMHOMY 3HAMEHATENIO (BeJCHUE JUCKYCCUI MO MOBOY OIpeaesieHUs
o0beKTa), HEe BhIpabOTaHO efauHOoe noHaThe. HekoTopele nmpuBeIeHHbIE B 3aKOHOA-
TEJILCTBE U JIMTEpaType MOHITHS MOJUIeKAT 3aMEeHe BBUAY MX ycTtapeBaHus. [{ns pe-
IIEHUs] TaHHOW MpoOJeMbl HEOOXOJUMO BHECEHHE psifia MOMPaBOK B JIEUCTBYIOIIEE
3aKOHOJATEIbCTBO, YTOUHSIONIEE U 3aKPEILISIONIee, K MPUMEpY, MOHITHE KOMIIbIO-
TepHOW WH(OPMAIMU HA TOCYJIapPCTBEHHOM YPOBHE B JEHCTBYIONTUX HOPMATHBHBIX
aKTax.
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