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TexHO0JIOrUA MOMCKA U UCCJIAEAOBAHUN HU(PPOBBIX CJIEA0B

B cmamuve uznoocenvt nonoxcenus 006 ocobeHHocmu U pasHooopasuu UH@DOPMAYUOHHBIX
MEXHONI02UNl NOUCKA U UCCTe008aHUSL YUPDPOBbIX C1ed08. TexHonocusam noucka u ucciedo8anus
Yupposwix c1edos 6 KPUMUHATUCIUKE NOCEAUWEHO OOCMAMOYHO MHO20 HAYYHBIX cmametl, MOHO-
epaghuii u dasxce Ho8oe KpuMuHanucmuieckoe yuenue. B cmamoe yugposoii cieo npeocmasnsemcs
KaK 00CmMamo4Ho HOBblll 00beKm NOUCKA U UCCTIe008aHUs, KOMOPYLIU, 8 YaCMHOCMU, Cledyem No-
HUMAmMyb KaK C80€00PA3HYI0 KPUMUHATUCIIUYECKU 3HAYUMYIO KOMNBIOMEPHYIO UHDOPMAYUIO O Ka-
Kux-1u6o cobvimusx. Iloouepkusaemcs ee HepaA3PbIBHAS CE43b C CUMYAYUOHHBIM NOOX000oM. Pac-
CMAMpUBaemcsi makice 60NPOC O CMAMyce KOMHbIOMEPHOU NPOSPAMMbL 8 CUcmeme YUPPosvix
cnedos. Ykaszvieaemcs Ha HeONpasoaHHoe npeyseiudeHue ee 3HaueHue HeKomopbiMUu asmopami,
NPUSHAIOWUMU ee CAMOCMOSMENbHbIM 00bEKMOM UCCIe008aHUs (MAK KAK OHA NpOU3800um psio
BAICHBIX MAHUNYAAYUL C OAHHBIMU: co30aem, obpabambiéaem, yoansem u op.). Buecme ¢ mem, kax
VMBEPAHCOAemcsi 8 CMAmMbe CO CCHLIKOU HA MEXHUYEeCKUX CNeYUaiucmos, KOMNbIOMePHas Npocpam-
Ma 6ce20a npedcmagieHa MmoibKo KAk COBOKYNHOCMb UHCMPYKYUll u He bonee. TexHonoeus noucka
yupposwix cedos npednonazaem HeKOMOPYIO NOO2OMOBKY K HEMY U CHPO2O ONPeOeleHHbl NOpsl-
00K Oeticmeuii.

Knrwouesvie cnosa: yugposvie ciedvi, mexHonoeus, NouUckK, UCCie008aHue, KOMNbIOMeEpPHas
ungopmayus, npoepammuoe obecneuerue, arcopumm Oetcmasul.
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Technology for searching and researching digital traces

The article outlines the provisions on the peculiarities and diversity of information
technologies for the search and study of digital traces. Quite a lot of scientific articles, monographs
and even a new forensic doctrine are devoted to the technologies of search and research of digital
traces in forensics. In the article, the digital footprint is presented as a fairly new object of search

© Kapenanos H. B., 2022
510



and research, which, in particular, should be understood as a kind of forensically significant
computer information about any events. It is emphasized that it is inextricably linked with the
situational approach. The question of the status of a computer program in the system of digital
traces is also considered. It is pointed out that its importance is unjustifiably exaggerated by some
authors who recognize it as an independent object of study (since it produces several important
manipulations with data: it creates, processes, deletes, etc.). At the same time, as stated in the
article with reference to technical specialists, a computer program is always presented only as a set
of instructions and no more. Technology searching for digital traces involves some preparation for
it and a strictly defined procedure.

Keywords: digital traces, technology, search, research, computer information, software,
algorithm of actions.

[MudpoBuzaius Bo Bcex cepax ASITEIbHOCTH OOIIECTBA OKa3ana CylIECTBEH-
HO€ BJIMSIHME Ha CYAOIPOW3BOJCTBO BOOOIE, U Ha OCOOEHHOCTH U pazHOOOpas3ue
MH()OPMAITMOHHBIX TEXHOJIOTUHN TOWCKA M MCCIICIOBAHUS ITU(POBBIX CIENIOB Ha CIie-
U()UIECKIX KOMIBIOTEPHBIX HOCUTENSX, B yacTHOCTH [1, ¢. 6-9; 2, ¢. 31-44]. 3ako-
HOJ/IATEIIb OTMPEEISET UX «KaK MPOIECChl, METObI MTOMCKA, cOOpa, XpaHeHus, oOpa-
0O0TKH, MIPEACTABJICHHS, PACIIPOCTPaHEHUSI HH(HOPMAITUN U CITOCOOBI OCYIIECTBICHUS
TaKUX MPOLIECCOB U METONOB» [7, cT. 39]. TexHOJIOrusiM MOUCKAa U HCCIIeA0BaHUs
U(GPOBBIX CJIEI0B B KPUMHHAIKUCTUKE IMOCBSIIEHO HOBOE KPUMHUHAIHCTHYECKOE
yueHne «KpuMUHAIMCTUYECKOE MCCIEA0BAHNE KOMITBIOTEPHBIX CPEACTB U CHUCTEM»
[3, c. 745-759]. B aTOM y4eHHH U B CUCTEMOOOOIIEHHOMN €ro Teopuu HHGOPMAIIOH-
HO-KOMIBIOTEPHOT0 00eCTeYeHNs] KpUMUHATMCTUYECKON EATeIbHOCTH 000CHOBAHBI
HNOHATHUS LU(POBBIX CIEIOB, ONMUCAHBI UX BUJIBI U cIOCOObI cobupanus [4, c. 193—
202; 5, c. 106—123]. HecMOTpst Ha CEpbE3HOCTh MPEICTABICHHBIX HAYYHBIX TPY/IOB,
caMyro OOJIBIIIYIO PACIIPOCTPAHEHHOCTh MU(PPOBBIX CIEIOB CETOMHS MOKAa OTCYTCTBY-
€T XOpolas TeopeTndeckas 0a3a ux UCCIEeTOBAHNUS.

[MudpoBoii cnea Kak JOCTaTOUHO HOBBIA OOBEKT MOUCKA M UCCIIEIOBAHUS Clie-
IyeT MPEACTABIATh KaK KPUMUHAIMCTUYECKH 3HAYMMYI0 KOMIBIOTEpHYIO HH(pOpMa-
A0 0 KAaKUX-JTUOO COOBITUAX, MEUCTBUSIX WIIM aKTaX, OTPAKCHHYIO B MaTepUaTbLHOM
cperne, B IpoIecce €e BOSHUKHOBEHMsI, 00pabOTKH, XpaHEHUs U nepenadn [6, c. 263].
[udpossie cieapl HE OTAEIUMBI OT HOCUTEJICH: YCTPONCTB AJIS 3alUCH U XPaHEHHUS
CBEJIEHUH; ISl BBOJA/BhIBOJa MH(pOpMaIMK; ee 00padoTKU, Nepenayn Mo KaHaiam
CBsA3U; cuUCTeM O0paboTKu WHGOPMAIMU WM OTAEIbHBIX (YHKIHMOHAIBHBIX YCT-
POMCTB TaKUX CHCTEM; CUCTEMHBIX OJIOKOB MEPCOHAIBHBIX KOMIBIOTEPOB, HOYTOY-
KOB, HETOYKOB; MAIlIMHHBIX HOCUTENEH (HAKOMUTENEeH Ha HKECTKUX U THOKUX MarHUT-
HBIX JUCKAaX, (hI3II-HAKOMUTENEH, KapT NaMsATH, ONTHYECKUX IHUCKOB; MOOMIIbHBIX
TenedOHOB COTOBOM CBs3U, cMapTHOHOB, MIaHieToB, SIM-kapT; HaBUTaTOPOB, Tpe-
KEPOB; IUIATEXXHBIX MJIACTUKOBBIX KaPT U CKUMMHUHITOBBIX YCTPOMCTB; IJIAT UTPOBBIX
aBTOMATOB; BUICOPETUCTPATOPOB U Jip. [l03HAHMSA TEXHOJOIMU MOMCKA U UCCIEN0Ba-
HUS ITUGPOBBIX CIEJOB COACPIKAT UX KIACCHU(PUKAINIO, OOIIHE TTOJIOKEHUS TEXHOJIO-
ruu paboThl U TIpaBuiIa oOpaIeHusl ¢ HUIMHU U UX HOCUTEISIMU B IIEJISIX UX COXPAaHHO-
CTH W mpurogHocTu. Kpome Toro, mo3HaHus B 3TOW OOJACTH HAYKH Pa3peiiaroT
MHOKECTBO CJIOXKHBIX MPOOJIeM, BO3HUKAIOIINX B CBSI3U ¢ MX UHTETparnuei u audde-
penuuarued B cucteme IT-texHomoruit. OgHa u3 Takux mpoOJieM MpeICTaBISIETCS
B BUJIE KOMIUIEKCHOCTH LHM(POBbIX cieAoB. PopoBas kinaccudukanus HUPpPOBBIX
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CJIEIOB W WX HOCHUTEJIEW BKJIIOYACT B ceOsl TeXHWYECKHE (ammapaTHbIC) CpPECTBa
KOMITBIOTEPHBIX CHCTEM; MPOrpaMMHOE OOECreYeHUe; KOMIBIOTEPHBIE JIaHHbIE; Ce-
TeBast uHpopmaius; GoHo u poronzoOpaxeHusi. TeXHOIOTUs MOUCKA U UCCIEI0Ba-
HUSL HU(PPOBBIX CIEAOB HEPA3PBHIBHO CBs3aHA C CUTYAllMOHHBIM noaxoaoM. Mccneno-
BaHHME OTJICNbHBIX HOCHUTENEH (3kecTkoro MarHutHoro aucka (HDD), dusm-kaptsr,
JA3€pHOTO NIMCKAa W IP.) OCYLIECTBISIETCS C KMCIOJIB30BAHMEM METOAOB B paMKax
KOMITJIEKCHOM METOJIMKH. TaK e Kak U MOUCK IU(POBBIX CIEI0OB B KOMIIBIOTEPHBIX
CUCTEMaxX U CETSX, TUIAHIIETaX, MOOWIbHBIX KOMMYHHKATOpPax, Ha CEpBEpax, B 00-
JayHbIX XpaHwiumax. KpoMme cilydyaeB WX arperupoBaHUs WJIM UCCIIECIOBAHUS, HE
TPeOYIOMEero TeXHUIECKON pacmupoBKH CBeIeHH. J|0cTaTOYHO YacTO B Ka4eCTBE
IU(POBBIX CIIEOB BBHICTYMAIOT 3JEKTPOHHBIC JOKYMEHTHI (COMHUTENBHBIC WA HE
BBI3BIBAIOIINE COMHEHHUSI B UX MOJJIMHHOCTH), KOTOPBIE AHATU3UPYIOTCS B COOTBET-
CTBHUM C 3ajayaMu ucciefoBanus. Co3aaHHbIE ¢ MOMOIIBI MPOrPaMMHBIX MPOAYK-
TOB 00pa3bl HU(PPOBBIX CIEIOB HA OYMa)KHBIX HOCUTEINAX (pacnevyaTkd CKPUHIIOTOB,
ANEKTPOHHBIX TOKYMEHTOB U JIp.) UCCIAEAYIOTCS C UCIOJIb30BAaHUEM PaA3JIMYHBIX I'pa-
(ryeckux mpoLeccopoB U Ip.

He3aBucuMo 0T CylIeCTBYIOIIMX CUTyallud MOMCKAa W UCCIEAOBAHMS IUPPO-
BBIX CJIEIOB HEOOXOJIMMO UMETh MPEACTABICHUE O TEXHOJIOTMH UX BbISBICHUS, (DUK-
cCalluu U U3bATHS, 00J1aJaTh YMEHHUSIMU U HABBIKAMH MPABUIILHO OLEHUBATH MPUTO/I-
HOCTb, COXPAHHOCTb M JIOCTATOYHOCTb 3TUX OOBEKTOB JIJIsi MPOU3BOJICTBA UCCIIEA0BA-
HUS U GOopMUpPOBaHUs 000CHOBAHHOTO BBIBOJIA.

JItoOwie 1upoBbIE cAeAbl ¢ TOYKUA 3PEHUS KPUMUHAIUCTUKU SIBIISTFOTCS KOM-
MBIOTEpHON MH(pOpMaIueld, HeOOXOAUMOM JJIT XPaHEHUS OIMPEICICHHBIX CBEIACHUM,
X 00pabOTKM W TIepeaadd MOCPEACTBOM BBIYMUCIUTEIBHON TeXHUKU. He mpocThiMm,
HO BaYKHBIM IPEJCTABISAETCS BONPOC O CTATYCE KOMIIBIOTEPHOU Mporpammsl. Heko-
TOpPBIE aBTOPHI MPU3HAIOT €€ CAMOCTOSITEHHBIM OOBEKTOM HCCIEAOBAHUS, KOTOpas
IPOU3BOJUT PAJl MAHUITYJISIUMN C TaHHBIMU (co37aeT, o0pabaTbiBaeT, yAalsieT U Jp.).
Bwmecrte ¢ Tem, Mo yTBEpKACHUSM TEXHUYECKUX CIIEIUATMCTOB, MporpaMMa BCeraa
Ipe/CTaBlieHa COBOKYITHOCTHIO MHCTPYKLIMM U He Oosee. Takas mo3uiusi cocoocT-
BYET MPaBUJILHOMY NMPUMEHEHUIO Psiia KPUMUHAIUCTUYECKUX MOHITUMN (MaeHTudu-
Kalusi, KiacCU(pUKAlMs, JUAarHOCTHKA) K KOMIbIOTEpHOUW HH(opMmanuu. Tak, s
NpoBeeHUs] UACHTU(UKAIMKM OO0BEKTa IO KOMIBIOTEPHOM HHGOpPMAIUU HY)KHO
npencTaBuTh B LuU(poBoit (opme cBeneHUs 00 MACHTHU(PUKAIMOHHBIX CBOMCTBaX
oObekTa. I[IporpamMmMsl k€ MOXHO JAMArHOCTUPOBATh (YCTaHABIMBATh CBOMCTBA IPO-
11eCCOB), Kiaccu(umpoBaTh (yCTaHABIMBATh HAUMEHOBAHMS, CBEJCHUS O TIPABOOO-
JaiaTensx, apTopax u ap.).

TexHonorust moucka 1MU@POBBIX CIEAOB MPEATNOIaraeT HEKOTOPYIO MOATOTOBKY
K HEMY, B TIPOIIECCE KOTOPOH CIIETyeT BBISICHUTH: HEOOXOIUMOCTh MPOBEACHUS TIPE/I-
BAPUTEIIBHBIX ONEPATUBHO-TEXHUYECKUX MEPONPUAITUN (YCTAHOBJICHUE MECTOHAXOXK-
neHuss U QYyHKIIMOHAJIBHOTO 3HAaYeHUs! U(poBOro 00OPYAOBAHUS; HAIUYUSL CPEICTB
3aIUTHI U CIIOCOOBI IOCTYIA); CIIOCOOBI U3BATUSI KOMITbIOTEPHOU UH(OpMAIUK (KO-
pOBaHKe, U3bSTHE HOCUTEJIEH U JIp.); COCTaB 000PYI0BaHUS HEOOXOIMMBIN AJis MOKUC-
Ka; 0OCOOCHHOCTH U MOPSAJIOK EHCTBUH (IIOCTIEI0BATENbHOCTD, IPUBJICYEHUE TIEPCOHA-
J1a, IOPSAAOK OTKJIFOYEHUS YCTPOMCTB U JIp.).
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Crnenyer y4ecThb psiJi JOCTATOYHO BAXKHBIX 00CTOATENLCTB. Mickomast nadopma-
ISl MOKET OBITh PACIOJIOKEHA TEPPUTOPUATHLHO B XOPOIIO OXPAHSIEMOM IOMEIIe-
HUU Wiau obnayHoM Xxpanuiuiie. Lludposbie cieapl NpecTynmHOW NeITeIbHOCTH MO-
I'yT OBITh OCTaBJI€HBl TEPPUTOPUAIILHO YAAJIEHHO B CPEACTBaX KOMIBIOTEPHOM TeX-
HUKH, PACIOJIOKEHHBIX MO0 BceMy MHUPY. [Ipy 3TOM MOJHOCTBIO OTCYTCTBYIOT Orpa-
HUYEHUS JIsl XpaHEeHHs, 00padOTKH U nepenayu nHpopmMauu, 4To MOXKET MPUBECTH
K [0Tepe, NOAMEHE UM YHUUYTOKEHUU UCKOMBIX CBEJICHUII.

Kpome Toro, kommbioTepHas HHGOpMAIAS MOKET ObITh 3alTUIIEHA OT HECAHK-
IUOHUPOBAHHOTO JOCTyMa (JUCTAHIIMOHHO YIPABIISIEMbIE aBTOHOMHBIE YCTPOWCTBA
JUISl yHUYTOKEHUS CBEJICHUI; allapaTHbie, IPOrPaMMHBIE, TPOrPaMMHO-AIAPATHHIC
CpencTBa KpUNTOrpapUUIECKON 3aluThl TaHHBIX). BaXXHBIM SBISETCS OCBEIOMIICH-
HOCTh O BO3MOJKHBIX METOJIaX Pa3MEINICHHs JaHHBIX Ha HOCUTEIAX, CIoco0ax ux 00-
paboTku U popmaTax mpencTaBlIeHUs (XpaHEHUE BO3MOXKHO B 0a3axX JTaHHBIX, CIICIHU-
¢duueckux ¢ainax v ap.; BO3MOXKHO UCIOJIb30BAHUE Y3KOCTIEIIUATU3UPOBAHOTO YHU-
KaJIbHOT'O TPOrPaMMHOT0 00ecrieueHus).

B KOHEYHOM HUTOrEe, OYEHD BAXKHO TO, YTO TEXHOJOTHS ITOMCKA U MCCIEI0BaHUS
U(pPOBBIX CIEAOB MpEAroiaraeT CTporo OMNpe/eieHHbIM MOPSAIOK IEHCTBUN (HE
IPOCTO AJITOPUTM, @ UMEHHO CTPOTasl MOCIIEI0BATENBHOCTh NTOBeAeHHUS ). [IpaBunbHOE
NOHUMAaHUE U TOYHOE COOJIIOJIEHHE 3TOTO MOCTYJaTa SIBJISETCS KIOYOM TEXHOJOTH-
YECKOro mpoliecca.
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OcyuecTBiieHHE IPOKYPOPCKOI0 HAA30pa

B cepe KuOEPNPeCTYNMHOCTH

B MHPOPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTu UHTEepHeT.
AKTyaJIbHbIE TEHICHINH PA3BUTHA

B cmamve npedocmasnen amanu3 iusAHUA UHDOPMAYUOHHBIX MEXHOIO2UU HA COCMOSHUE
npecmynnocmu 6 Poccutickoii @edepayuu. B nepeoti wacmu nposooumcs conocmasienue cmamu-
CMU4ecKux OaHHbIX, CEUOEMeNbCMBYIOUUX O NOBbIUEHUU YPOBHA NPECMYNHOCMU 8 UH(OPMAYUOH-
Holl chepe. Onupascy na Konyenyuro, npeoocmasnennyro I'enepanvroti Ilpoxypamypou Poccuii-
ckoti Dedepayuu, npou38OOUMCs AHAIU3 HEYMEUWUMETLHO20 NPOSHO3UPOBAHUS, NPeOCmABIeHHO20
6 pamkax oanHou Konyenyuu, a makce 803MON*CHbIE NYMU NPOMUBOOCUCMBUSL UHPOPMAYUOHHOU
npecmynnocmu. Bo émopou wacmu cmamou 6vioensiemcs npooiemMamuxa HeodXooumMocmu ypeey-
JUPOBAHUS 3AKOHOOAMENbHOU 0a3bl, OCYWecmeaaoweld KOHMpolb 3a UHGOpMayuoHHou cpepoii.
B 3axnouenuu npedocmaensemcs 8b1600 0 NPOOENIAHHOM UCCIE008AHUU, A MAKIHCE NPUBOOSMCS
npumMepbl YCOBEPUICHCBOBAHUS 0esIMENIbHOCMU NPOKYpamypuvl 8 cgepe un@dopmayuonHou 6e3o-
nAcHOCMu.

Knrouesvie cnosa: cmamucmuka, y2po3svi, UHPOPMAYUOHHBIE MEXHONOUU, OesiMeNbHOCHU
NPOKYpamypul, MeHOeHYuu pa3zeumus, MOUWEHHUYECmeEo, 20CYO0apCmMBEeHHAs N000epIucKd, Igex-
MugHble CNOCOObL NPABOBO20 B030€LICBUS.
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Implementation of prosecutorial supervision in the field of cybercrime
in the information and telecommunications network of the Internet.
Current development trends

The article provides an analysis of the impact of information technology on the state of
crime in the Russian Federation. In the first part, a comparison of statistical data indicating an in-
crease in the level of crime in the information sphere is carried out. Based on the Concept provided
by the Prosecutor General's Office of the Russian Federation, the analysis of the disappointing
forecasting presented within the framework of this Concept, as well as possible ways to counter in-
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