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Penensent: ‘ “//Z [lexounxun Oner BragumupoBud, K.T.H., IOIEHT, 3aBEIYIOIIUN Ka-

(enpsl 3amuTH HTHPOPMALTUU

YTBEPXEHO:
Ha 3aceganuu kadeapsl 3amuThl HHOOpMATHN
[Tporoxon 3aceqanust kageapsl Ne 13 ot 6 uromns 2017 r.

3aBenyromuii kadeapoit 3amuTel nHGOpPMALIUN

7/ [[lexounxun Oner BnagumupoBuy, K.T.H., TOLEHT

I[TPOTPAMMA IIEPEYTBEPX/IEHA:

Ha 3aceganuu xadeaps! 3auThl HHGOPMaLUU:
[Tpotokoun 3acenanus kadenps Ne 12 ot 27 utons 2018 r.
3aBemyromuii kadenpoit 3amuTsl nHGOpMAIUN

[[lexounxun Oner BrnanumuposBud, K.T.H., TOIEHT

[TPOTPAMMA TIEPEYTBEPX/IEHA:
Ha 3acenanuu kadeapsl 3auThl HHGOPMAIHH:

[Iporokon 3acenanus kadeapsl Ne 11 ot 30.05.2019 T.

3aBenyrouuii kadeapoit 3auuTel HHOpMAIUK

[[lexounxun Oner BnanumupoBuy, K.T.H., TOLEHT




[TPOTPAMMA TIEPEYTBEPX/IEHA:
Ha 3acenanuu kadenpsl 3ammTel nHGOpMAIHN:

[Tporokon 3acenanus kadeapsl Ne 8 ot 6.04.2020 T.

3aBenyromnuii kadeapoit 3amuThl HHGOpMaIIH

,1%/[ [[lexounxun Oner BnanumupoBud, K.T.H., TOLEHT

[TPOTPAMMA TIEPEYTBEPX/IEHA:
Ha 3acenanuu kadenpsl 3amuTel nHGOpMAIHN:

[Tporoxon 3aceqanus kageapet Ne 6 ot 22.01.2021 T.

3aBeqyroIuuil kageapoit 3amuTsl HHGOpMaLUU

ZZ [llexounxun Oner BiaaumupoBuy, K.T.H., JOIIEHT




1. I_Ie.l'll/l H 3a1a4YH1 OCBOCHHA NTUCHHUIIJIMHBI

e IMCHUIUIMHBL: TEOPETHYECKAs U IPAKTUYECKas MOJIrOTOBKa OaKaiaBpa 1o OCHOBaM
HOPMATUBHOM 0a3bl, POCCUICKUM M MEXKIYHApPOIHBIM CTaHAapTaM IO HH(OpPMAIMOHHOU 0e3-
onacHocTd. @OpMHUPOBAHME 3HAHUI 110 OCHOBHBIM IOJIOKEHUSIM POCCHUMCKUX M MEXKIYHapOI-
HBIX CTaHJIAPTOB N0 MH(GOPMAIIMOHHON 0€30MaCHOCTH W HABBIKOB 0 UX MPUMEHEHUS AJIsl KOH-
KPETHBIX YCJIIOBUM.

B pesynbrare usydyenus ydeOHo#l mucuurinHbsl «HopmaTuBHas 6a3za, poccuiickue u
MEXIyHApOAHbIE CTaHAAPThl MO WH(POPMALMOHHON 0e30macHOCTH» y 00y4aeMbIX IOJKHBI
chopMupoBatbes MpodeccruoHaIbHbIE KOMIIETEHIIUU:

- CIIOCOOHOCTH MCIOJIB30BaTh OCHOBBI NMPABOBBIX 3HAHUU B PA3IMYHBIX cepax AesATeNIbHOCTH
(OK-4);

- COCOOHOCTh  OQOPMIIATH PabOUYYI0 TEXHUYECKYIO JOKYMEHTALMIO C YYETOM JEHCTBYIOMINUX
HOPMATHBHBIX U MeToAnYecKuX ToKyMeHTOB (ITK-8);

3amaun TUCHUTUTAHBL:

- W3Y4YMTb NOHATUMHBIN ammapar, IPUMEHSEMbIM B CTaHAAPTU3aLUU UHPOPMAIIMOHHON 0e3-
OIaCHOCTH;

- U3YYUTh OCHOBHBIC TOJIOKEHHUS POCCHUCKHUX M MEKIYHAPOJHBIX CTaHAAPTOB IO MH(POpPMALIH-
OHHO¥1 0€3011acHOCTH;

- chopmHpoBaTH YMEHUE UCIOJB30BaTh OCHOBBI NIPABOBBIX 3HAHUI B 00JaCTU 3alUTHI UH(POP-
MaIlHu;

- OBJIAJIETh HaBbIKAaMM O(opmiieHus: pabodeil TEXHUYECKON TOKYMEHTAlMU C y4eTOM JIEHCTBY-
IOIIMX HOPMATUBHBIX U METOJIMYECKUX JIOKYMEHTOB;

- OBJIJIETh HaBBIKAMM I0JI00pa, MU3yuyeHUs U O0OOIIEHUS] HAYyYHO-TEXHUUYECKOM JIUTEepaTyphbl,
HOPMATUBHBIX U METOJIMYECKUX MATCPUAIIOB, COCTABICHH 0030pOB IO BOMPOCaM 00ecreueHUs
nH(pOpMaIMOHHOM 0€30MaCHOCTH;

2. [lepeveHb NIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHUS MO JUCUHUILINHE
B pe3ynbraTe 0CBOCHHS TUCHUIUIMHBI O0YYarOIHIACS TOKEH:
3HATH
- IOHATUIHBIN amnmapaT, IPUMEHSIEMbIN B CTaHAaPTU3AIMH HHPOPMAIIMOHHON 0€30MacHOCTH;
- OCHOBHBIE TOJIOKEHUS POCCUNUCKUX M MEXTYHAPOIHBIX CTAaHAAPTOB 1O MHPOPMAITMOHHOMN O€3-
OMacHOCTH,;
- OCHOBBI MPABOBBIX 3HAHUM B 00JIACTH 3aIUTHI HH()OPMAITUH.
yMeTbh
-TMI0JIb30BAaThCSl HOPMATUBHBIMH JIOKYMEHTAMHU U CTaHJapTaMH 110 3aIIUTe MHPOPMAIIHH.
- 0hOpMIIATH pabOUYyI0 TEXHUYECKYIO JOKYMEHTAIUIO C YI4ETOM JACHCTBYIOINUX HOPMATUBHBIX U
METOJMYECKUX JIOKYMEHTOB 10 3alIuTe HHHOPMAIIIH;
- OCYUIIECTBIIATH MOA0O0P, H3yuyeHUE U 0000IIeHe HAyYHO-TEXHUUECKOM TUTepaTyphl, HOpMa-
THUBHBIX U METOJIMYECKUX MATEPHAJIOB IO 3aIUTE WH(DOpMAIUH.
BJIa/IeTh
- HaBBIKaMU PabOTHI C HOPMATHBHBIMU TIPABOBBIMH aKTaMH;
- HaBbIKaMu oopmileHUs pabodell TEXHUYECKON TOKYMEHTAIUU C YI€TOM JCUCTBYIOIINX CTaH-
JIapTOB B 00JIACTH 3alTUTHI UHPOPMAIINH;
OCBOMTH KOMIIETEHLIMH:
- CIIOCOOHOCTH MCITOJIb30BAaTh OCHOBBHI MIPABOBBIX 3HAHUW B PA3IUYHBIX chepax aesTeTbHOCTH
(OK-4);
- COCOOHOCTh  OGOPMIIATH pabOUYyI0 TEXHMUYECKYIO JTOKYMEHTALMIO C YYETOM JAEMCTBYIOLINX
HOPMAaTUBHBIX U MeToANYeCKUX NOKyMeHTOB ([1K-8);



3. Mecto aucuuninnsl B ctpykrype OIl BO

Jucuunnnza «HopmatuBHas 6a3a, pocCUNCKUE U MEXyHapOAHbIE CTAHIAPTHI 10 UH(OpMaIu-
OHHOM 0€30MacCHOCTH» OTHOCHUTCS K LMKy BapUATHUBHBIX 003aTENbHBIX JUCUUIUIMH, TPH 3TOM,
B 3HAUUTEJBHON CTENEHN OTJIMYAETCs OT APYIMX IUCLMILIMH c(epoil 3HaHUM M HalpaBIeHHO-
CTBhIO 00ydeHusi. IMeHHO 3Ta AucuuIuIMHA GOPMHUPYET Yy 00y4aeMbIX CIIOCOOHOCTh HMCIOJIB30-
BaThb HOPMATUBHBIE NIPABOBbIE AKTHI, OPOPMIIATh PAOOUYI0 TEXHUUYECKYIO TOKYMEHTALUIO C y4e-
TOM JICHCTBYIOIIMX HOPMATUBHBIX U METOAMYECKHX JOKYMEHTOB, OCYLIECTBISATH MOA00p, U3Y-
YeHHe 1 00001LIeHHe HayYHO-TeXHUYECKON JINTepaTypbl, HOPMaTUBHBIX U METOJUYECKUX MaTe-
pPHAaJIOB, COCTABIISATH 0030p MO BompocaM obecrieueHust HHPpOpMamOHHONW 6€30MaCHOCTH.

Ocoenuto qucuuiuinHel «HopmatuBHas 6a3a, pocCUHCKUE U MEXyHAapOAHbIE CTaHAAp-
TBI 110 WH(POPMAIMOHHON 0€30IMacHOCTHY MPEIIECTBYIOT 0053aTe/IbHBIE JUCIUIUIMHBI 0a30BOM
yacTu 00pa3oBaTeNbHON IpOrpamMMbl CHEIMATIBHOCTH, Takue Kak: «BBelneHue B crernualib-
HOCTBY», «OpraHu3aliMOHHOE U TPaBOBOE obecrieueHnue nHHOPMAIIMOHHON 0€30MmacHOCTHY, «3a-
muTa 1 06paboTka KOH(PUIECHIMAIbHBIX JTOKYMEHTOB». ba3upyroTcss Ha OCBOEHUHU TUCLUIUIMHBI
«BBeneHue B crnienuanbHOCTh». M3ydeHHe AMCLMILIMHBI SBISIETCS OCHOBOM JUIsl OCBOEHHUS IIO-
CJICAYIOIIMX TUCLMIUIMH/TIPAKTUK: «OCHOBBI yIpaBieHUs! HWH(OPMALIMOHHON 0€3011aCHOCTBION,
«KommekcHble cUCTeMBbl 3allUThl MH(pOpMaluu Ha npeanpusitun», «MHpopmannoHHbll Me-
HEJDKMEHT», «YTIpaBjieHue MH(POPMALMOHHBIMU pecypcaMHu M MpoeKkTaMu», «OpraHuzanus U
yIpaBJeHUE CIy>KO0H 3alUThl HH(OOPMALIUK HA PEIIPUITUN

3HaHUs, YMEHUS U HaABBIKM, MOJYYEHHbIE B XOA€ OCBOCHMS TUCHMIUIMHBI 0€3yCIOBHO
Oy/IyT MCIIOIB30BaHBI B JaJIbHEWUIIIEM B TPOPECCHOHAILHON AEATEIBHOCTH.

OcBoeHne JaHHOM AMCLUIUIMHBI HEOOXOIUMO KaK MpeALIeCTBYIOIIEEe ISl TPOXO0XKICHHS
IIPOU3BOJICTBEHHON (MPEAAUIITIOMHON) MPAKTUKK, HAMCAHUS BBIMYCKHON KBaIU(pUKALMOHHON
paboTHI.

®opmupoBanue npopeccuoHanbHbix kKomnereHmin OK-4, I1K-8; mporcxomuT takxe Ha
JPYrux OpOQUIBHBIX AUCHUIUIMHAX, PACKPBIBAs €IUHCTBO U B3aUMOCBA3b NPOGUIBHBIX JUCLHU-
IUIMH.

4. O0beM JUCHUNIMHBI (MOAYJIS1)
4.1. O0beM JUCHUILIHHBI B 324eTHBIX eIMHUIAX ¢ YKa3aHHeM aKaJleMU4ecKHuXx (acTpo-
HOMHYE€CKHX) YaCOB M BH/IbI Y4eOHOH padoThl

Bunet yueOHoit paboTHI, Ounas popma
OO011ast TPyA0EMKOCTh B 3a4€THBIX €AMHUIAX 4
OO011ast TPYA0EMKOCTh B Hacax 144
AynUTOpHBIE 3aHATHS B yacax, B TOM YHCIIE: 50
Jlexuun 16
[IpakTrueckue 3aHsATHS -
JlaGopaTopHble 3aHITHS 34
CamocrosTenbHas paboTa B yacax 58
dopMa MPOMEKYTOUHON aTTECTAUN DK3aMeH 5 cemecTp
4.2. O0beM KOHTAKTHOI padoThl Ha 1 o0y4yaromerocs
Bupl yaeOHBIX 3aHATUI OuHas gopma
Jlexknnu 16
[IpakTyeckue 3aHATHS -
JlaGopaTopHble 3aHATHIA 34
KoHcynpranun 2,8
3auer/3aueTsl -
DK3aMeH/3K3aMeHbI 0,35

Kypcosbie paboTbl —

KypcoBsie mpoeKThI

Bcero 53,15




5.Conepxkanue TMCUUIIMHBI (MOAYJIs1), CTPYKTYPHMPOBaHHOE 10 TeMaM (pa3aesiam), ¢ yka-
3aHUEM KOJIMYeCTBA YaCOB U BHI0B 3aHATHIl
5.1 TemaTn4yecknii myiaH y4eOHON TMCHUNIMHBI

AyauTOpHBIE
Ne Beero 3aHATHSA Camoc-
) Ha3Banmue pa3nena, Tembl TOSITeIbHASA
n/n 3.e/4ac JlaGopa-
Jleknun padora
TOpPHbIE
Pazgean 1. HopmaTuBHasi 6a3a uHGOPMAIMOHHO 0€30IACHOCTH
[Tonoxenus Koucruryuu PO, ®3 «O6 undop-
| [Maum, MH(POPMALIMOHHBIX TEXHOJIOTHUAX H O 3a- 12 ) 4 6
nmre nHpopmanuny. Cratyc KOHLUENIUN U JT0K-
TPUH.
) OcHOBHBIE HOPMATHUBHO-IIPABOBbIE IOKYMEHTHI I10 16 ) 3
3anuTe UH(pOpPMAaIIHH. 6
Pa3nen 2. Poccuiickue ctanaapThl 10 HHPOPMAIIMOHHON O€30I1aCHOCTH
HcTopus co3nanus poCCUNUCKUX CTaHIAPTOB IO
3 nHpopmanmoHHoi 6e3omacHoctu. Haznauenue 12 ) 4 6
CTaHJapTH3alUH B 001acTH HHGOPMAITMOHHON
0€30MaCHOCTH.
4 Knaccudukanus cranaaptos. @yHKuuu cTaHaap- 14 ) 4 ]
TOB.
. 4
5 0O0630p HauboIee BaKHBIX POCCUIICKUX CTaHAAp- 14 ) ]
TOB B 001acTH HH(POPMAITMOHHON 0€30MaCHOCTH.
Pa3nea 3. MexayHapoaHbie CTAaHAAPTHI 10 HHPOPMALMOHHOK 0e30macHOCTH
Hcropust co3panus MeXIyHApOIHBIX CTAHIAPTOB
6 |mO nH(popMaloOHHON O6e3omacHocTH. MexayHa- 12 ) 6
POJIHBINA cTaHAApPT Oe30MmacHOCTH HH(GOPMAIIMOH- 4
HbIX cuctem [SO 17799
00630p HanboIEe BAKHBIX MEX/TYHAPOIHBIX CTaH-
7 | mapToB B 001acTu MH(OpMAIIMOHHON 6e301acHo- 14 2 4 8
CTH.
3 CrannapTtsl ”HPOPMAIIMOHHON 6€30MaCHOCTH B 14 ) 4 3
WNurepuere
13.e.-
JK3aMeH '
36 u.
Bcero: 144 16 34 58

5.2. Conep:xanue:
TEMA 1.. ITosoxenuss Koncruryuuun P®, @3 «O06 undpopmanuu, uHGpopMaLMOHHBIX TeX-
HOJIOTHSIX U 0 3amuTe HHpopmanum». Cratyc KoHuenuuid 1 AoKTpuH. [lonoxenus Koncru-
tyuuu PO, ®3 «O6 unpopmannu, HHOOPMALIMOHHBIX TEXHOJOTHIX U O 3aIlllUTe HHOOPMALIUNY.
Craryc KOHLENnuui U JOKTPHH.
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TEMA 2. OcHOBHbIe HOPMATHBHO-NIPABOBbIE JOKYMEHTHI 10 3amure uHGopmanuu.. Cu-
cTeMa MH()OPMAITMOHHOTO 3aKOHOJAaTeIbCTBA. [IpaBOBbIC 1 HOPMAaTUBHBIC aKThl, YKa3bl [Ipe3u-
JICHTa, BEJIOMCTBEHHBIEC aKkThl, 3akoHbl PD, ['paxnanckuii Konexc PD, MexxayHapoHbie coria-
mennst. O0nactu crangaptuszanun B chepe Ub.

TEMA 3. Uctopusi coO31aHUSI POCCHICKUX CTAHIAPTOB MO0 MHGOPMANMOHHOH 0e30macHO-
cru. Haznadenue cranpaprusanmu B o0jgacTu HHpopMannoHHoi Oe3onmacHocTH. Vcropus
CO3/IaHMSI POCCUNCKUX CTAaHIApTOB MO MHPOPMAIMOHHOM Oe3onacHocTU. DenepanibHOMY 3aK0-
Hy Nel84-D3 «O TexHu4ecKoM peryaupoBaHum». OCHOBHBIE OOJIACTH CTaHIAPTU3ALMH UH(OP-
ManuoHHOM Oe3onmacHocTH. Icnonb3oBanue crangaproB Wb pasaeiMu  rpymmamu  UT-
co00111eCTBa.

TEMA 4. Knaccudgukanus cranaaproB. @ynkuun crangaproB. Knaccudukanus crangap-
TOB 10 obsiacTu pernamenranuu. Knaccudukanusa no obnactu pacnpocrpanenus. Kinaccuguka-
s 1o obs3arenbHOCTH BhIMoNHeHHs. Knaccuukanus no gocrtynHoctd. OCHOBHBIE (YHKIIUU
CTaH/apTOB.

TEMA 5. O030p Haun0oJ1ee Ba:KHbIX POCCHIICKUX CTAHAAPTOB B 00J1acTH HH(OPMALIMOHH O
o0esonacHoctu. O630p cranmaproB ['OCT P 51188—98 , TOCT P 50922-2006, TOCT P
NCO/MDBK 15408-1-2-3-2008 , TOCT P UCO/M3K 15408, 'OCT P UICO/MDK 17799 , TOCT
P UCO/MDK 27001, TOCT P 51898-2002 PJI CBT. 3ammra ot HCJI. IToka3zarenu 3amuiieH-
Hoctu ot HCJI k nndopmanuu.

TEMA 6. Ucropusi co3iaHusi MeKAYHAPOAHBIX CTAHAAPTOB N0 MH(OPMALMOHHOW 0e3-
onmacHocTu. MexayHapoaHblil cTaHaapt Oe3omacHocTH uHGopManuoHHbIX cuctem ISO.
Hcropus co3naHusi MEeXITYHAPOJHBIX CTAaHIAPTOB 10 MH(OpMaoHHoU 6e3onacHoctu. Oomme
ceegenust o crannaprax cepuu ISO 27000 . Mexaynapoausiii peectp ceptudukaro CYUD .
O6nacts npumenenus ctanaapra ISO. OcHOBHBIE TTOJIOKEHUS CTAaHIAPTA.

TEMA 7. O630p Hanbo/1ee BasKHBIX MEKAYHAPOAHBIX CTAHAAPTOB B 00/1acTH HH(OPMAaLIU-
onHoii 6ezonacHoctu. Cranmaptsl [SO 15408, ISO 17799 (BS 7799), BSI; crannapts! ayauta
MH(pOpPMaLMOHHBIX cucTeM U HpopmarmonHoit 6ezonacHoctu COBIT, SAC, COSO.

TEMA 8. Cranaaprsl uHpopMannoHHoi 0esonacHoctu B UHTepHere. O030p cTaHIapTOB:
ITpotokon SSL, ITpotokon SET, Ilpotokoin IPSec, MudpacTpykTypa ynpaBiaeHHs! OTKPBITBIMU
xiroyamu PKI.

6. MeToauueckue MaTepHuaJIbl 1JI oﬁyqaloumxm M0 OCBOCHHUIO NTHCHHUIIIMHBI

OcBoeHME TUCUUIUIMHBI TPEOyeT CUCTEMAaTUYECKOr0 N3Y4YEeHHs BCEX TEM B TOH IMOCe0-
BaTEeNbHOCTH, B KAKOM OHH YKa3aHbl B pabouell mporpaMme.

OcHOBHBIMU BUJaMH Y4eOHOM pabOThl SIBISIOTCS ayAUTOpHbIE 3aHATUS. VX 1ensb - pac-
MIMPUTH 0a30BBbIE 3HAHMS OO0YYAIOUIUXCS MO OCBAaMBAEMOM JMCIUIUIMHE U CUCTEMY TEOpeTHYe-
CKHUX OPHUEHTHUPOB JJIs MOceaytomiero 0oyee rirybokoro ocBOEHUs MPOrpaMMHOIO MaTepHralia B
XO0JIe CAMOCTOSATENIbHOM PabOTHI.

OObyuaromeMycsi Ba)XHO TMOMHHUTh, YTO JEKIUS 3()PEKTUBHO MOMOraer eMy OBIAJETh
IpOTrpaMMHBIM MaTepHajoM OJjaronaps pacCTaHOBKE MpernojaBareieM HeOOXOIUMBIX aKIEHTOB
U yIEp)KaHHWI0O BHUMAHUS MHTOHALMOHHBIMH MOAYJSIIMSMH TOJIOCA, @ TaKXe MOJKIIOUYEHUEM
ayJMo-BU3yaJbHOTO MEXaHU3Ma BocIpuaTus nHpopmauuu. Kpome Toro, Bo Bpems JEKIIUH UMe-
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€T MECTO MPSMON BU3yaJbHBIA M AMOIMOHANBHBIA KOHTAKT 00YYalOLIErocs ¢ MpernoaaBaTeieM,
obecrieunBarouii 60Jee MOJHYIO Peai3aIii0 BOCIIUTATEILHON KOMIIOHEHTHI 00yUYEHUSI.

CamocrosrenbHas paboTa npecienyeT CIeAYyOHe Heu:

- 3aKpEIUICHUE U COBEPUICHCTBOBAHUE TEOPETHUYECKUX 3HAHUW, MOJYYEHHBIX HA JIEKIIMOHHBIX
3aHATHUAX;
- (hopMHUpOBaHHE HABBIKOB HCIIOJIb30BAHUSA OCHOB IPABOBBIX 3HAHWUN B OOJIACTH 3aIUTHI UH-
dopmanmu;
- (opmupoBaHHE HABBIKOB OCYIIECTBIATH MOAOOp, H3y4YeHHE U O00O0OIIEHHE HAy4YHO-
TEXHUYECKOH JINTepaTypbl, HOPMATUBHBIX M METOJUYECKUX MATEPUAIOB, COCTABIATH 0030p MO
BOIpocaM obecrieueHus: THPOPMAITMOHHOI 0€30MaCHOCTH;
- COBEpPUICHCTBOBAHME HABBIKOB O(OpPMIIEHUS paboyeil TEXHHUYECKOW TOKYMEHTAIUH C y4EeTOM
JIEHCTBYIOIIMX HOPMATUBHBIX U METOJUYECKUX TOKYMEHTOB I10 OPraHU3allMOHHOMY U IIPABOBO-
My obecriedueHII0 NHGOPMAITMOHHON 0€3011aCHOCTH
- COBEpUICHCTBOBAHHE HABBIKOB OPraHM30BBIBATH TEXHOJIOTMUYECKUN MpOIecC 3alluThl HHPOP-
MalUy OrPaHUYEHHOIO JOCTYNa B COOTBETCTBUU C HOPMATUBHBIMU IIPABOBBIMHM aKTaMH U HOP-
MaTHBHBIMH METOJUYCCKUMH JTIOKyMeHTaMu DenepanbHoi Ciryk0b1 Oe3omacHocTH Poccuiickoi
Oenepannn, DenepaibHON CIYKOBI 0 TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJIIO;
- COBEpILICHCTBOBAHUE HABBIKOB IMOUCKA MMYOIUKALIMI U 00pa30BaTEIbHBIX PECYPCOB, Pa3MeIlleH-
HbIX B ceTu MIHTEpHET;
- CAMOKOHTPOJIb OCBOEHUS IPOrPaMMHOI'0 MaTepHaa.

OObyuaromemycsi HeOOXOUMO MOMHUTh, YTO PE3YyJIbTaThl CAMOCTOSTEILHON PabOThl KOH-
TPOJIUPYIOTCS IPENOIABATENIEM U YUUTHIBAOTCS IIPU ATTECTALUM CTY/ACHTA.

[Ipeamerom «HopmatuBHas 6aza, pOCCUNUCKUE U MEXKIIYHAPOIHBIE CTAHIAPTHI 110 UH(POP-
MAI[MOHHON 0€30MacCHOCTHY SIBIAIOTCS METOJUYECKUE U 3aKOHOAATEIbHbIE MaTepHaibl B 00Ja-
CTH 3aIIUTHl HHPOPMALKU. 3HAYUMOCTh METOJUYECKUX M 3aKOHOATEIFHBIX MaTEpPUaIOB B 00-
JacTHU 3alluThl MH(OPMAIMKM U HABBIKOB PabOTHI C HUMH OMpENENsieTCs TEM, YTO BOOPYKaeT
CHeluaJicTa 1Mo 3aumTe nHGOpMallMy 3HAaHUSMU O CTAaHAApPTaX W JAAHHBIMM O MOJXOJax K 3a-
HUTe 0OBEKTOB. 3HAHMS METOAMYECKUX U 3aKOHOJATENbHBIX MATEpUANOB  IO3BOJSIOT Ipa-
BIWJIBHO pa3pabaThiBaTh KOMILIEKC Mep Mo obecneueHro NHPOPMAIMOHHON 0€3011acHOCTH 00h-
€KTa U OpPraHMu30BaTh €ro BHEAPEHUE, OPraHU30BLIBATh U COMPOBOXKIATh aTTECTAIMI0 OOBEKTA

nH(pOpMaTU3aLUN.
6.1. CamocTosiTeqIbHAsA pad0Ta 00y4AKOIIMXCS N0 JUCHUILIHHE (MOLYJII0)
Ne Paznen 3aganue Mertoau4yeckue peKoOMeHAaluM 110 dopma
n/n (Tema) BBINOJTHEHH IO 321aHUA KOHTPOJIA
AUCHUILUIMHBI

1 2 3 4 5

1. Tema Ne 1 Yegours | 1. H3yuuts OCHOBHBIE  TIOJOXEHHs | KOHTpoIbHBIM
Konctutyniuu PO, ®3 «O6 wundopmaiuu, onpoc
MH(POPMAILIMOHHBIX TEXHOJOTUAX M O 3aluTe
HuH(pOpMaITUN.
2. 3y4nTh cTaTyc KOHUENIUI U JOKTPHUH.

2. Tema Ne 2 YeBouts | 1. M3yunTh  OCHOBHBIE HOPMATHBHO-NIPAaBOBH KOHTPOJIBHBIN
JJOKYMEHTBI IO 3alUTe MHPOPMAIIH. OIIpoC

3. Tema Ne 3 | [IpuoOpec- | 1. U3yunth uctopuio co3manus poccuiickux | IIpoepka

TH HaBBIK | CTaHJApTOB 1o MH(POPMALIMOHHOM | BBITOJIHEHUS

0€30I1acHOCTH. MIPaKTHYECKOTO
2.13yunth OCHOBHOE Ha3Ha4YEHUE 3a/laHus
CTaHAapTH3aluu B o0nacTu MH(POpPMaLMOHHON
0€301aCHOCTH.




4. Tema Ne 4 Yegouts | 1. M3yunth kmaccudukanmio poccuiickux | KoHTpoibHBII
CTaH/1apTOB. oIpoc

2. V3yunth OCHOBHbIE (YHKIIMH CTaHJIAPTOB B
00J1acTH 3aUThl HH)OPMALIHH.

5. Tema Ne 5 | TIpuobGpec- 1.M3yunts monoxeHus: HanbOosee BaKHBIX | KOHTpOIbHBIN
TH HaBBIK | POCCUMCKUX CTaHJIapTOB B obnacTu oI1poc
nH(pOpPMAITMOHHON OE30MTaCHOCTH.

6 Tema Ne 6 | [Ipuobpec- | 1.M3yunts HCTOPHIO CO3/1aHus [IpoBepka
TH HaBBIK | MEXITYHAPOIHBIX CTaH/IapTOB 1O | BBIIOJHEHUS
UH(POPMAITMOHHOW O€30MTaCHOCTH. MPAKTUYECKOT

2 .13y4nts OCHOBHBIE HOJI0XKEHHS 0 3a/1aHUs

MEXYHApPOIHOTO CTaHAapTa Oe30MacHOCTH
nHpopmarmonHbix cuctem ISO.

7 Tema Ne 7 YeBouts 1. N3yuuts Hauboee BakHbIE | KOHTpONIbHBIN
MEXyHapoJIHble CTaHAAapThl B  00IaCTH ompoc
MH(}OPMaIMOHHOHN 0€3011aCHOCTH.

8 Tema Ne 8 YeBouth l. N3yunth OCHOBHBIE nosioxeHus: | KoHTponbHbIii
CTaH/IapTOB MH(OPMALMOHHOW 0e301acHOCTH oIpoc

B lHTEpHETE.

6.2. TemaTuka ¥ 3a1aHNsl JJIA NPAKTHYECKUX 3aAHATHI

®opMOi OTYETHOCTH 1O IAHHOM JUCIUIUIMHE sIBJsieTCs 3aueT . HeoOxoaumpie yClIoBUS TOMTyCKa
K 3a4eTy :

o Hanuuue noiaHOro KOHCIEKTa JEKIHN

e Cpnaua Bcex NPaKTUYECKUX pabOT € MOJIO0KUTEIbHBIM PE3YIbTATOM
3ansaTue 1.
Tema: Ilosoxkenuss Koncruryuuu P®, @3 «O06 undgopmanum, nHGOpMAINOHHBIX TEXHO-
JIOTUSIX U 0 3ammTe HHpopmanum». CTaTyc KOHUENUU U JOKTPHH..
Ob6cyxnaemble Bonpockl: OcHoBHbIe [lonoxenuss Koncrturymuu PO, D3 «O6 undopmanmm,
MH(OPMaLIMOHHBIX TEXHOJIOTHAX U O 3a1uTe nHPopmarumn». CTaTyc KOHIENIUHA U JOKTPUH.
3apanme. V3yunth ocHOBHBIE nojoxeHus Koncrutynuu PO, cBs3aHHble ¢ Bompocamu HHGOP-
maruu. @3 «O6 napopmanyu, HHGOPMALMOHHBIX TEXHOJOTUSAX U O 3aIUTE HHPOPMALTUI.
3ansrue 2.
Tema: OcHOBHbIE HOPMATHBHO-NIPABOBbIE JOKYMEHTHI 110 3a1IUTe HHPOPMALMHU
Ob6cyxnaemble Bonpockl: CucrteMa HHPOPMALMOHHOTO 3aKOHOJaTelbCcTBa. [IpaBoBble M HOpMa-
THUBHBIC aKThl, YKa3bl [Ipe3ugeHra, BeJOMCTBEHHbIE akThl, 3aKOHB P®, ['paxxnanckuii Kongeke
PO, mexxrynapoansle cornamenus. Obmactu crangaptusanuu B cgepe Ub.
3aganue. V3yunTh NOHATHIHBIN anmapaT, IPUMEHSEMBbIN B CTaHAAPTU3ALUU HHPOPMAIMOHHON
6e3omacHOCTH. M3yuynTh OCHOBHBIE HOPMATHUBHO-IPABOBBIE JTOKYMEHTHI 1O 3aliuTe HH(pOpMa-
IIUH, UX KJIacCU(PUKAIUIO, HA3HAUYEHUE, TOJT0KECHHUS.
3ansrue 3.
Tema: UcTopusi co3qanus pocCUiiCKMX CTAHAAPTOB N0 UH(POPMALIMOHHOH 0€30MACHOCTH.
Ha3navenue cranapapTuzanuu B 001acTH MH(POPMAIMOHHOMH 0€30NTACHOCTH.
O6cyxnaemble Bompockl: Mcropus co3iaHus POCCHICKUX CTaHAAPTOB MO HMHEGOPMALMOHHON
6e3onmacHocti. PenepanbHoMy 3akoHy Nel84-D3 «O TexHHUECKOM peryiaupoBaHun». OCHOB-
Hble 00JaCTH CTaHAapTU3aluu MHPOPMalMOHHON Oe3omacHocTd. Mcnonb3oBaHue CTaHIApTOB
Wb pazubivu rpynmnamu UT-coobiecTsa.
3aganue. M3yunTh Ha3HaYeHHE CTaHAAPTU3ALMHU B 001acT HH(GOPMALIMOHHON 0€30MacCHOCTH.
OdopmuTh pabouyro TEXHUYECKYIO TOKYMEHTAIMIO JUI IPEANPUATHS C YU€TOM JACHCTBYIOIIUX
HOPMAaTUBHBIX U METOAMUYECKUX JOKYMEHTOB IO 3amuTe nHpopManuu. Opranu3oBaTb KOHTPOIb
3alIUIIEHHOCTH 00BEKTa B COOTBETCTBUU C HOPMATUBHBIMU JOKYMEHTaMH.
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3ansaTue 4.

Tema: Knaccupurkanusi crangaproB. ®yHKUMH CTAHAAPTOB.

Ob6cyxnaemble Borpockl: Kimaccudukanus cranaapToB 1o odnact pernamentanuu. Kimaccugu-
Kaus 1o obnactu pacrnpoctpaHenus. Knaccudukanus no obs3arenbHocTy BioaHeHus. Kiac-
cudukanus no AoctynHoctu. OcHOBHbIE (DYHKIIMK CTaHJAPTOB.

3apganme. BrinonHUTh 0030p IO BoIpocaMm obOecredeHus: MH(GOPMALMOHHON O€30I1aCHOCTH.
N3yunTh Ki1accuuKamnms CTaHJapTOB, U PYHKIIUH CTAaHIAPTOB.

3ansaTue S.

Tema: O030p HauOo/1ee BasKHBIX POCCHIICKMX CTAHAAPTOB B 00JiacTH MHGOPMALOHHOM
0e30I1aCHOCTH.

O6cyxmaembie Borpockl: O630p cranmaproB 'OCT P 51188—98 , TOCT P 50922-2006, TOCT
P NCO/M3K 15408-1-2-3-2008 , T'OCT P NCO/MDK 15408, I'OCT P UICO/MBK 17799 ,
I'OCT P UICO/MDBK 27001, TOCT P 51898-2002 P[] CBT. 3ammra ot HC/I. IToka3arenu 3a-
numerHoctr ot HC/I k nuadopmanyu.

3aganue. [IpoBectn moadop, u3ydeHrue U 0000IICHIE HAYYHO-TEXHUIECKON JINTEPaTypPhl, HOP-
MaTHBHBIX U METOJUYECKUX MAaTEpUAJIOB 110 CTaHAAPTaM 3alUThl HHopMauuu. M3yuuts mnoso-
JKEHUST HanOoJiee BAXKHBIX POCCUUCKHUX CTaHIAPTOB B 001acT HH(OPMAIMOHHON O€3011acHO-
ctu. PazpaboTtaTh cTaHAapT NpeanpusTHs Ha OCHOBE MOJIO0XKEHUH poccuiickux ctannapros. Op-
raHU30BaTh TEXHOJOTHYECKHI Mpoliece 3alUThl UHPOPMAIIMU OTPAHUYEHHOT'O JOCTYIA B COOT-
BETCTBUHU CO CTaHJapTaMH MH(POPMALMOHHOIN 0€3011acHOCTH.

3ansTue 6.

Tema: UcTopusi co31aHusi MeKIYHAPOAHBIX CTAHAAPTOB N0 HH(OPMAIMOHHON 0€30MACHO-
cTi. MexXIyHapoaHbli cTaHaapT Oe3onacHocTH MHGopManuOHHBIX cuctem ISO.
Ob6cyxnaemble BOIpOChl: McTopust co3aHusl MEXIYHapOIHBIX CTaHJApTOB MO MH(POPMALUOH-
HOW Oe3omacHocTu. OO0mue cBeneHus o crangaprax cepun ISO 27000 . MexayHapOoaHBIN pe-
ectp cepruduxkaroB CYUB . Obnacts npumenenus crangapra ISO. OcHOBHBbIE TOJOKEHUS
CTaHjapTa.

3ananme. M3y4uTh OCHOBHBIC MOJIOKEHUS MEXIYHApPOJHOTO CTaHAApTa 0€30MacHOCTH MH(OP-
mMaroHHbIX cucteM [SO. Pa3zpaborats crangapt UC npeanpusiTist Ha OCHOBE TOJIOKESHUN MEXK-
JyHapojHOoro cranjaapra 6ezonacuoctu ISO.

3ansTue 7.

Tema: O030p HanOos1ee BaXKHBIX MEKIYHAPOAHBIX CTAHJAAPTOB B 00/1aCTH HH(POPMALIMOH-
HOli 6e30macHOCTH.

Ob6cyxnaemble Bonpockl: O030p OCHOBHBIX MEXIyHAapOAHbIX cTaHaapToB : Ctanaaptsl ISO
15408, ISO 17799 (BS 7799), BSI; crangapTsl ayauTta HHGOPMAIIMOHHBIX CUCTEM U HPopMaIu-
onHoi 6ezonacuoctu COBIT, SAC, COSO.

3aganue. M3y4nTh OCHOBHBIE MOJIOKEHHSI HAN00JI€€ BaXKHBIX MEXTYHAPOIHBIX CTAaHIAPTOB B
o0acti MH(OPMaAIIMOHHOH 0€30acHOCTH.

3ansaTue 8.

Tema: Cranaaptsl nHpopmanuonHoii 6ezonacnoctu B UHTepHeTE.

O6cyxnaemble BOIpockl: 0030p ocHoBHbIE cTanaapThl b B MuTepneT: [IpoTokon SSL, IIpoTo-
kot SET, Ilporokon IPSec, Mudpactpykrypa ynpasiaeHus oTKpeIThiMU Kiatodamu PKI.

3apanue. 3yunth cTanaaptel nHGOpMaIIMOHHON Oe3omacHocTu B HTEpHEeTE.

7. IlepeyeHb OCHOBHOM M 10NIOJTHUTEJIbHOM JIUTEPATYPbl, HEOOXOAMMOI 1JIs1 OCBOCHUA
AMCUHMILIMHBI (MOIYJIs1)
a) OCHOBHafA
1. Cxpunnuk, J.A. ITIL. IT Service Management no cranaapram V.3.1 / JI.A. CKpunHUK. - 2 -€
u3J1., ucop. - Mocksa : Hal_[I/IOHaJ'II)HBII/I OtkpeiTeiii YHEBepeuter «MMTHTYUT», 2016. - 374 c.
cxeM. - bubmumorp. B KH. To xe [DOnekTpoHHbId  pecypc]. - URL
http://biblioclub.ru/index. php?page—book&ld =429068
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2. I'anarenko, B.A. Crannaptel undopmaironHoi 6e3onacuoctu / B.A. [anatenko ; mon per.
B.b. berenuna. - 2-e u3a. - Mocksa : UatepHer-YHuBepcurer Mudopmarmonasix TexHOIOTHIA,
2006. - 264 c. - (OcHoBbl HH(pOpMAMOHHBIX TexHONOTHIA). - ISBN 5-9556-0053-1 ; To xe
[DnexTponnslit pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=233065

3. I'anarenko, B. A. Cranaaptel nHGOPMAMOHHON OE30MACHOCTH : KypC JEKIUH : y4el. mo-
coobue / B. A. I'anarenko ; mox pea. B. b. berenuna. - 2-e uza. - M. : UHTYUT, 2006. - 264 c. -
(Cepus "OcHoBbl HH(GOPMALMOHHBIX TexHOJOrHi"). - bubmmorp.: c. 256-262. - ISBN 5-9556-
0053-1. PekomengoBano YMO

4. l'anarenko, B. A. OcHOBBI HH(pOPMAIIMOHHON 0€30MaCHOCTH : y4ed. mocodue IUisi By30B
cren. "[Ipuknann. nagpopmar.”" / 'amarenko Brnagumup AnTonoBud ; moja pen. B. b. berenuna. -
4-e m31. - Mocksa : BUHOM, 2008. - 205 c. - (OcHoBsl nHpOpM. TexHONIOTHIA). - YMO. - C/I. -
ISBN 978-5-94774-821-5 : 100.00; 218.00.

0) 10MOJTHUTEIbHAS

1. ®enopos, FO.H. CnpaBounuk unxerepa no ACYTII: IIpoektupoBanue u pazpaboTka : y4ueo-
HO-TIpaKTU4eckoe mocoowme : B 2-x 1. / KO.H. ®enopos. - 2-e uzna. - MockBa-Bomnorna : Madpa-
Nwxenepus, 2016. - T. 1. - 448 c. : wi., Tabi., cxem. - bubauorp. B kH.. - ISBN 978-5-9729-
0122-7 ; To xe [DnexktponHslii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=444428

2. ®enopos, FO.H. [Topsaok co3nanus, Monepuusanuu u cornpoBoxxaenus ACYTII : npodeccu-
onanpHOe pykoBoAcTBO / KO.H. ®enopos. - Mocksa : Uudpa-Uuxenepus, 2011. - 576 c. - ISBN
978-5-9729-0039-8 ; To xe [DnexTpoHHblil pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=144650

3. I'aBpuinos, JI. I1. HHOBaIMOHHBIC TEXHOJIOTHH B KOMMEPIIMH U OM3HEce : yueO. /s Oaka-
naspoB / JI. I1. TaBpuinos. - M. : FOpaiit, 2013. - 372, [1] c. - (Cepust "bakanasp. ba3osiit
Kypc"). - bubnuorp.: c. 371-372. - ISBN 978-5-9916-2452-7 : 278.00. Honymeno YMO

4. lllanbrun, B. ®. KommekcHas 3amura nHGOpMAIMU B KOPIIOPATUBHBIX CUCTEMAX : yueO.
nocoOue 1t By30B [t cTya. 1o Hanp. 230100 "MuadopmaTika 1 BEIUUCIUTENbHAS TEXHUKA" /
[[Tanprun Bragumup @egoposud. - Mocksa : Uadpa-M, 2010. - 592 c.: un. - (Beicmr. o6paso-
BaHue). - YMO. - OIL/. - o6s3at. - ISBN 978-5-8199-0411-4; 978-5-16-003746-2 : 400.00..

8. Ilepeuenn pecypcoB HHPOPMAIMOHHO-TEJIEKOMMYHUKAMOHHOH ceTH « UHTEepHET», He-

00X0AMMBIX /IJIS OCBOEHUSI TN CUMIJIMHBI

HNudopmannoHHO-00pa3oBaTeIbHBIE PECYPCHI:

1. www.atlas.Krasnodar.ru -K® HTII «Atnacy: 3amura uadpopMaiuu.

DneKTpOHHbIE OUOINOTEUHBIE CHCTEMBI:

1. YauBepcuretckas Oubanoreka onnaifH http://biblioclub.ru

2. «Jlanb» http://e.lanbook.com/

3. OBC «Znaniumy

4. CrpaBouno-uHpopmarmonHas cuctema (CUC) «["apanty.

5. CnpaBouHo-uH(popmannonHas cucreMa «KoHcymbTaHT.

6.2nexTponHo-6ubanoTeunas cucrema (ObC) «udpa-M».

9. Onucanne MaTePUAILHO-TEXHUYECKOH (6a3bl, HEOOXOIMMO¥i /IJIsl OCYIIECTBJIEHUs 00pa-
30BaTeJILHOTO MPOLecca Mo THCIHIIJIHHE
HeKHI/IOHHaH ayanuTopus, OCHallCHHAasA IIPOCKTOPOM, KOMIIBIOTECPOM.
KoMImbrOTepHBIH KJIACC ¢ BBIXOJIOM B HHTEPHET
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