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Pabouass mporpamma gucumiuivael  HMudopManuoHHass §e3omacHoCcTh pa3paboTaHa B
coorBeTcTBUM ¢ DenepanbHbIM TIOCYIapCTBEHHBIM 00pa30BaTENbHBIM  CTAHAAPTOM IO
HanpasieHuo 09.03.02 MuadopmaioHHbIe CHCTEMBI M TEXHOJIOTUH (YpOBEHb OakaiaBpuara),
YTBEPKJICH Mpruka3oM MuHuctepcTBa oopazoBanus 1 Hayku PO ot 19 centsops 2017 r. N 926.

Pazpabotan: pyxununa A.I., T01EHT, K.T.H., TOIICHT

Peuensent: Kupunnosa E.C., K.T.H., JOLIEHT

I[TPOTPAMMA VTBEPXX/IEHA:
Ha 3acenannu kadenpsr nHGOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIA:
[TpoTokoun 3acenanus kadenpst Ne « 6 » ot 27.04.2023 r.

3aBenyromuii kadeapoil nHHOPMAITMOHHBIX CUCTEM M TEXHOJIOTHIL:
Kunpuna JLIO., K.T.H., AOLIEHT



1. Ilesiu m 3a1a4u OCBOEHMSI AUCHUIIHHBI

Heab AMCHUNIMHBI:

MOJTyYeHUE KOMIIETEHIIMN B 00JaCTH peIICHHs CTaHJapTHBIC 3a/1a9d MPOECCUOHATLHOM

JESTEIbHOCTH C YY€TOM OCHOBHBIX TpeOOBaHUN MHPOPMALIMOHHOM 0€30MaCHOCTH

3agaun TUCHUILINHBL:

l. monmydyeHue cCTygeHTamMM 3HAaHUW B O00JAacCTM TpPeOOBAaHUMI HOPMATHBHO-TIPABOBBIX
JOKYMEHTOB, PpEIVIaMEHTHPYIOIIUX OTHOLIEHUs B cdepe JeATENbHOCTH IO  3alluTe
KOH(HICHIIMATBHOH MH(POPMAIIMKA B, TOM YHCJIE 3aIUTE TOCYIAPCTBCHHON TalHBI, a TAaKKE B
obOmactu TpeboBaHuil PoccuMiCKMX W MEXAYHapOIHBIX CTaHIAAPTOB MO HHGOPMAIMOHHON
0€30I1aCHOCTH;

2.3HaKOMCTBO  C  OpPraHU3AllMOHHBIMHU M  TEXHUYECKUMHU  MEPOIPUATUAMH,
obecnieunBaronMu  3pekTuBHOCTE  3amuUTHl  MHpOpPMaUMKM B oOmacTu  oOecrieueHus
[EJIOCTHOCTH U JOCTYIMHOCTU KOH(pUIEHITNAIBHON HHPOPMALINUH;

3. 3HAKOMCTBO C BO3MOKHBIMH HapyHICHHUSMHU B cepe KOMIBIOTEPHOH OE30MacHOCTH H
NpUOOpEeTEeHUE HABBLIKOB MOJEIMPOBAHUSA Yrpo3 [l pacueTa oOecledeHHsl YCIOBUM
0€30I1aCHOCTH;

4. npuoOpeTeHre NPAKTUYECKUX HABBIKOB 3alIUThl HMH(QOPMALUA HA COBPEMEHHBIX
NPEANPUATHIX C UCTIOIB30BaHHEM MU (POBATBHBIX (KpUNTOrpaprIeCcKrX) CPEACTB;

5. npodeccoHaNbHO-TPYIOBOE BOCHHUTAHHE OOYUYaAIOUIUXCS MOCPEACTBOM COAEPIKAHUS
JUCLUIUIMHBI U aKTyaJIbHbIX BOCIIUTATENIbHBIX TEXHOJIOTUH.

2. IlepevyeHnb IIAHMPYEMBbIX Pe3yJIbTATOB 00y4eHHS M0 JUCHUILIAHE

B pe3yybTare OCBOCHUA JUCHUIIJINHBL O6y‘l&IOH.IPII>iCH JOJIDKCH:
OCBOUTHb KOMIICTCHIIUH

OIIK-3. CrocobeH pemarh CTaHAApPTHBIC 3alladydl MPOPECCUOHAIBLHON ICSITEIbHOCTH Ha
OCHOBE WH(POPMAIMOHHOM M OMOIMOTrpaduyIecKoil KyIbTYphl ¢ IPUMEHEHHUEM HH(OPMAIIHOHHO-
KOMMYHUKAITMOHHBIX TEXHOJOTMM M C YYETOM OCHOBHBIX TpeOOBaHM WH(OOPMAIIMOHHON
0€30IaCHOCTH.

Koxa u conepikaHne MHANKATOPOB KOMIIETEHINU:

OIIK-3.1. 3Hare: NpUHUUIBI, METOABI M CPEACTBA pEIICHHA CTAHJAPTHBIX 33434
npodecCHOHAIbHON /1€ATEIbHOCTH Ha OCHOBE HWH(GOPMAIMOHHON M Oubnmorpaduyueckoit
KYIBTYpbl C HpUMEHEHHEM HH(OPMAIMOHHO-KOMMYHHKALIMOHHBIX TEXHOJIOTUH M C Y4eToM
OCHOBHBIX TpeOOBaHUI MHPOPMALIMOHHON OE30MaCHOCTH;

OIIK-3.2. VYmerb: pemarh cTaHIapTHBIE 3a/Ja4d NMPOQECCHOHATbHONW JESTEIbHOCTH Ha
OCHOBE MH(POPMAIIMOHHON U Onbmuorpaguueckoil KyapTypbl ¢ MpUMEHEHUEM HH(OPMalnOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJOTMM M C Yy4YeTOM OCHOBHBIX TpeOoBaHUI HH(pOpMaAIIMOHHON
0C30ITacHOCTH;

OIIK-3.3. ImeTh HaBBIKM: MOATOTOBKM O0030pOB, aHHOTAIMH, cocTaBieHUs pedeparos,
Hay4YHBIX JIOKJIJIOB, MyOIMKanuid, U Oubanorpaguu mo Hay4HO-HCCIEJOBATENbCKON paboTe ¢
ydeToM TpeOoBaHUI MHPOPMALIMOHHON OE30MaCHOCTH.

3HATh:

— OCHOBBI 3aKoHOAaTenbCcTBa PD B 06macTu nH(pOpMAITMOHHOM 0€30MTaCHOCTH;

— OCHOBHBI€ TOJIOXKEHUs cTanAapToB PD B ob6nactu obecnieyeHns EIOCTHOCTH U
JOCTYIHOCTH MH(pOpMaIuy;

— TIOJIXO/IBI K MOJICIIUPOBAHUIO YTPO3 WH(DOPMAITMOHHON O€30MaCHOCTH;

— IpaBUJIa MPUMEHEHUS CPEACTB 3aIlUTHI (B T.4. KpUNTOrpaUIECKUX);

— OCHOBBI KpunTorpapum;



— MOJXO/Ibl K HOCTPOEHHUIO CUCTEM 3aLUThl COBPEMEHHOI'O NPEAPUATHS;
— OCHOBBI 3aKOHOZATENILCTBA B 00JIACTH 3aIUTHI IEPCOHATBHBIX TAHHBIX.
yMeThb:

— BBIOMpATh CPENICTBA 3AIUTHI (IPOTPaMMHO-, allllapaTHO- WK IPOrPaMMHO-AIIapaTHO-)
II0Jl KOHKPETHBIE 3a/1a4H;

— pa3pabarbIBaTh MOJIENb YTPO3 HHGOPMAIIMOHHON 0€3011aCHOCTH;

— IPUMEHATH KpUIITOrpaduuecKre CpeacTBa 3aIUThl HHPOPMAIIH;
— pa3pabarbIBaTh PyKOBOISIIUE JOKYMEHTBI [0 3alIUTE HHPOPMAIIHH.
BJIAJIETh:

— HaBBIKaMH PabOThI ¢ HOPMATUBHO-TIPABOBOM TOKYMEHTAIIMCH B 00IaCTH
WH(OPMAITMOHHON 0€301TaCHOCTH;

— HaBbIKaMH pa6OTBI C HHCTPYMCHTAMU IIOUCKaA HpO6JICM JJIA O6OCHOBaHI/ISI IIPHUHATBIX
MOJIXOJIOB K 00eCTieueHUI0 NH(OPMAITMOHHON 0€30MacHOCTH;

— HaBBIKaMH PabOTHI ¢ KPUNITOrPahUIECKUMHU CPEACTBAMHE 3aIUTH HH()OPMAIIHH.
3. Mecto nucuuninnbl B ctpykrype OII BO

JlucuunianHa OTHOCUTCS B 00s13aTenbHyI0 YacTh biioka 1. M3ydaercs B 6 cemecTpe.

W3yueHne AUCIUILUIMHBI OCHOBBIBACTCS HA PaHEE OCBOCHHBIX JUCIUILTMHAX/TPAKTHKAX:
I/IH(l)OpMaIII/IOHHLIG TCXHOJIOTHH, I/IH(bOKOMMYHI/IKaIII/IOHHI)IG CHUCTEMBI U CCTHU.

W3yueHne  OUCHMIUIMHBI  SIBISCTCS.  OCHOBOM IS  OCBOGHHUS  IOCICIYHOIIUX

JTVCIUATUTMH/TIPAKTUK: OCHOBBI MH(OPMATHU3ALWU TPEINPUATHH, TEXHOIOTHYecKas (TPOEKTHO-
TEXHOJIOTHUYECKasi) IPAKTUKA.

4. O0beM JUCUUIJINHBI
4.1. O0beM JUCHUILUIMHBI B 3a4€THBIX ¢IUHULAX C YKA3aHHEM
aKaJeMH4ecKHX (ACTPOHOMHYECKHX) YaCOB U BUAbI Y4eOHOM padoThI

Bunpl yueOHOI pabOTHI, Ounas popma
OO011ast TPYI0EMKOCTh B 3aU€THBIX €IMHUIIAX |5

OO01mast TPyI0eMKOCTh B 4acax 180
AynuTopHBIE 3aHATHS B 4acax, B TOM uucie: |64

Jlexuun 32
JlaGoparopHble 3aHATHS 32
CamocrosiTenpHast paboTa B yacax 77,65+36

dopMa IPOMEKYTOUHON aTTECTALUN DK3aMeH

4.2. O0beM KOHTAKTHOM padoTsl Ha 1 o0yuarierocst

Bupl yueOHBIX 3aHATHI Ounas dopma
Jlexupu 32
JlaGoparopHbie 3aHATUI 32
Koncynpranuu 2

DK3aMeH 0,35

Bcero 66,35




5.ConepkaHue TUCUMILIMHBI, CTPYKTYPHUPOBAaHHOE 10 TeMaM (pa3aeiam), ¢
yKa3aHUEM KOJIUYeCTBA YaCOB M BU/I0B 3aHATHIA

5.1 Temaru4yeckuii IVIAH Y4eOHOH TUCHMIIIUHBI

No HasBanwue paznena, Tembl Bcero AynutopHsie 3aHsTHsl | CaMocTOsSTEIbHAS
3.e/4ac JTexL. 7126, pabora

1 Beenenune. IlpobGnemarnka W OCHOBHBIE 9 2 2 5
MOHSTUS

2 KonduaeHmaibHOCTh HHPOPMAITIT 9 2 2 S

3 [{enocTHOCTH MH(DOPMALIHI 9 2 2 5

4 JloctynHOCTh UHGOPMAITUT 9 2 2 5

S |Mcrounuku yrpo3. Kunaccudukanus u 9 2 2 5
0030p

6 Mcrounnku yrpo3. Mucainepst 9 2 2 5

U Moiei ¥ KOHIICTIIIUN ITOCTPOCHUSI CUCTEM 9 2 2 5
3aIUTHI

8 Kpunrorpadusi. OCHOBHBIC TIOHSITHSI. 9 2 2 5

9 Kpunrorpadus. PKI u TLS-SSL 9 2 2 5

10 DNIEKTPOHHAs MOJIINCH 9 2 2 S5

11 |CereBbie ataku u ceTeBas 6e30MacCHOCTD 9 2 2 5

12 [lenenanpasnennble ataku APT 9 2 2 5

13 |paseenxa Ha OCHOBE OTKPBITBIX 9 2 2 5
ncTouHnKoB OSSINT

14 ['ocynapcTBenHas noiutuka B obnactu Ub 9 2 2 5

15 Bammra UCII/IH Ha mpepysTHA. 8,65 2 2 4,65

16 3ammTa KOMMEpUeCKOr TalHbI Ha 7 2 2 3
[peInPUITHN

17 [TlonrotoBka K 3K3aMeHY 36 36

18 [Dx3amen 2,35
HToro: 5/180 32 32 77,65+36

l.

2. Metoab! 1 cpencTBa o0ecredeHus: KOHPHUIEHINATbHOCTH HHOPMAITIH.

5.2. Conep:xanue:

Benenue. IlpoOnematnka u ocHOBHble NOHATHS. [loHSATHS HMHPOPMALMOHHBIA aKTHB,
CTEHKXOJIAEP, PUCK, yIrpo3a.

3. Metoap! 1 cpeacTBa 0OecreueHus IeI0CTHOCTH HH(POpMAIIHH.
4. Metonsl U cpelicTBa o0ecrieyeHHs JOCTYITHOCTH HHPOPMAIIH.




5. Uctounuku yrpo3 uHdopmaruu. Knaccupukanus u 0030p OCHOBHBIX MCTOYHHUKOB YIPO3.
AHTpPOIIOT€HHBIE U HE AHTPOTIOT€HHBIE YTPO3BI.

6. Mcrounuku yrpo3 unpopmarun. MHcaiiaepsl, Kak camMblii OACHBIN HCTOYHUK yIpo3.

7. Monenu ¥ KOHLEMNIUHU TOCTPOEHHUS CHUCTEM 3amuThl. DopMmanbHble MOJENMU AOCTyNa —
JTUCKpEIMOHHAss U MaHJaTHas. KoHILeNuu MOCTPOEHUs! CHCTEM 3alluThl — «zero trusty, «kill
chain» u SASE (Secure Access Service Edge).

8. Kpunrorpadusa. OcHoBHble noHATHA. KpuntocucreMbl CHMMETPUYHBIE U aCUMMETPHUYHBIE.
Kpunrorpaduueckue xa1 QyHKIHH.

9. Kpunrorpagusi. Apxutekrypa HHOPacTpyKTypbl OTKpHITHIX Kitouedl PKI. 3amumeHHsri
cereBoi goctyn u mporokoa TLS-SSL.

10. DnexTponHas noanuck. [IpuHIMTBL GYHKIIMOHUPOBaHUA. | OCYJapCTBEHHOE pETyIHPOBaHUE.
11. CereBble araku u cereBasi 6e30macHOCTb. OCHOBHBIE CETEBbIE aTaKU U METO/IbI 3AIIHUTHI.

12. Ilenenanpasnennsie araku APT. Mertoasl 3amutel W konmemuss UEBA (User Entity
Behavior Analytics).

13. Pa3Benka Ha ocHOBe OTKpPBITHIX UCTOUHUKOB OSSINT (Open source intelligence). OcHOBHBIE
OpUHLUIBL. VICTOYHUKY OTKPBITON UH(DOpPMALIUK.

14. TocynapcrBenHas nonutuka B odnactu Ub. O030p 3akoHOIATENBCTBA.

15. 3amura UCIIn #Ha npeanpustur. OCHOBHBIE HMPUHLMUIBL. 3aKOHOAATEIbCTBO. AJTOPUTM
JIEUCTBUM.

16. 3amuTa KOMMepUecKoi TalHbI Ha npeAnpusTHH. OCHOBHBIC MPUHIUIBL. 3aKOHOIATENBCTBO.
AJITOpUTM ACHCTBUIA.

6. MeTonnueckue MATEPHAJIBI /ISl 00Yy4AOIIUXCH 10 OCBOCHHUIO

AUCHUILIIMHbI

6.1. CamocrosiTesibHast pa00oTa 00y4aIOIIUXCS 10 JUCHUILIMHE

Nen/m | Pa3snen (Tema) 3ananue Yacwpl Metonuueckue dopma KOHTPOJISI
AUCHUIIIMHBI PEKOMEHAAIIUA I10
BBIINNOJIHCHHUIO 3aJaHUA
1  |Beenenwe. M3y4anTs MaTeprasl 5 Hcnonp3oBaTe MaTeprasl IEKIUKH|  YCTHBIN OMpOC,
[poGremarnka uPeKIuy 1 U PEKOMEH/IOBAHHOM JIMTEpaTyphl | 3aCIyLIMBAHUE U
OCHOBHEIE IOHsTHsL  |PEKOMEHIOBaHHOM obcyxeHe
T TEPATypBI. JOKJIaJI0B
2 [KoH(HICHIHANBHOCTD M3y4nTs MaTepuabl 5 Hcnonp30BaTs MaTepuasl IEKIUKH|  YCTHBIM OIIPOC,
MH(pOpMALIH JIEKLIUH U U PEKOMEHJOBAHHOM JIUTepaTypsl | 3aluTa j1ad. paboTsl
[PEKOMEHJOBaHHOU
TIUTEPATYPbI
Co3maHne oT4YeTa 110
nmabopaTopHOi
pabote
3 |LenoctHocTb M3yanTs MaTepuasl 5 Hcnonp30BaTe MaTepuasl IEKIUKH|  YCTHBIN OIIPOC,
MHpOpMaLmK JIEKIIUH U Y PEKOMEH/IOBaHHOM JTUTEPATyphI | 3aIuTa j1ab. paboTe!
[PEKOMEH I0BaHHO
TIUTEPATYPBI
Cosnanue oTueTa 1o
nmabopaTopHOi
pabote
4 |docrynHocts 3yunts MaTepuabl 5 Hcnone3oBars Matepuaisl IEKIUK|  YCTHBIA OIpoC,
MHpOpMaLmH JIEKIIMU U U PEKOMEH/IOBaHHOM TUTEPaTyphl | 3aIuTa 1ab. paboTel
PEKOMEHI0BaHHOM




MTepaTyphl
CoznaHue oTuera
Mo 1abopaTopHOMA
pabote

M cToyHnKH

0030p

yrpos3.
Knaccugukarms "

3y4uTh MaTepuabl
TIEKITH U
[PEKOMEHA0BAHHOU
ITUTEepaTyphl
Co3zmaHue oT4eTa 1o
maGopatopHOi
pabote

Hcnonb3oBaTk MaTepuasl JIEKLIUH
U PEKOMEHIOBaHHOM JINTEPATYPHI

YerHbIl ompoc,
3amuTa 1ab. paboThl

M cTounnkn
MHcaiinepbl

yIpos.

M3y4anTh MaTepuabl
TIEKITH U
[PEKOMEHA0BAHHOU
TTITEePaTypHI
Co3maHne oT4YeTa 110
maGopaTopHOH
pabote

Hcrionp30BaTh MaTeprabl JIEKIUH
U PEKOMEHJOBaHHOM JINTEPATYPHI

YerHslit onpoc,
3amuTa j1ab. paboThl

Mozenn ¥ KOHIEINHT
CHCTEM

MTOCTPOEHUS
3aITUTH

3yuuTh MaTepuabl
JICKIIUU 1
[PEKOMEHA0BAHHOU
T TEepaTyphl
Co3maHue oTyeTa Io
maGopaTopHOH
pabote

Hcnonp3oBaTh MaTepHabl IEKIUN
1 PEKOMEHIOBAHHOM JINTEPATyPhL

VYerHelit onpoc,
3amura j1ab. paboThI

Kpunrorpadwus.
OCHOBHBIE TTOHATHS.

3y4uTh MaTepuabl
TIEKIMU U
[PEKOMEH/IOBaHHON
nMTepaTyphl
Co3pnaHue oTyeTa
Mo TabopaTopHOM
pabote

Hcnonb3oBaTh MaTepuasl JIEKLUU
U PEKOMEHI0OBaHHOH JINTepaTyphl

YcrHb1l onpoc,
3amura j1ab. paboThI

Kpunrorpadus. PKI u

TLS-SSL

3y4uTs MaTepuabl
NeKIUH 1
[PEKOMEHJOBaHHON
UTEPaTyphI
Co3naHue oT4era 1o
maGoparopHOH
pabote

Hcnonb30BaTh MaTepuasl JEKLUU
1 pEeKOMEH/IOBaHHOM JINTEPATYPHI

YcrHbli onpoc,
3amura 1ad. paboThI

10

9HeKTpOHHa§I OoAIINCH

3y4uTh MaTepuabl
TIEKIH U
[PEKOMEHA0BAHHOU
TUTEepaTyphl
Co3maHue oT4eTa 1o
maGopaTtopHOH
pabote

Hcnionb30BaTh MaTeprabl JIEKIUH
1 pEeKOMEH/IOBaHHOM JINTEPATYPHI

VYerHelit onpoc,
3amuTa 1ad. paboThI

11

CeTeBble
ceTeBas 0€301aCHOCTH

aTaKu Hu

3y4uTh MaTepuabl
JICKIIUHU 1
[PEKOMEHA0BAHHOU

T TEepaTyphl
Co3maHne oT4yeTa 110
maGopaTtopHOi
pabote

Hcnonb3oBaTh MaTtepuasl JIEKIUN
1 PEKOMEHI0BAaHHOM JINTEPATYPhI

VYeruslit omnpoc,
3ammuTa J1ad. padoThI

12

I{enenarnpaBieHHbIE
ataku APT

V3y4uTh MaTepuabl
JICKIINN 1
[PEKOMEHIOBAaHHOI
ITEpPaTypHI
Coznanne oTdera

o 1abopaTtopHOi

Hcnonp30BaTh Marepuasl JEKLUU
1 PEKOMEHI0OBAaHHOM JINTEPATyPhI

YerHeli onpoc,
3aImuTa J1ad. padoThI




pabote
13 |PasBenka Ha ocHoBe[lI3YUHTH MaTepuasbl 5 Hcnonb3oBare MaTepuasl JIEKUUH|  YCTHBIN OIpOC,
OTKPBITBIX TEKIUH U U PEKOMEHJOBaHHOW JINTEPATYPHI | 3aIIuTa J1ad. paboTsl
ctounnkoB OSSINT  [PEKOMEHIOBAHHOMU
U TEpaTyphl
Co3maHne oT4YeTa 110
maGopatopHOi
pabote
14 [FocynapcTBeHHas M3yunts MaTepuasl 5 Hcnone3oBars MaTepuansl IEKIUK|  YCTHBIA OIPOC,
HONWTHKa B 06macTuPIEKUIMU 1 1 PEKOMEHJOBaHHOMN JINTEPATYPHI | 3aIIuTa J1a0. paboTsl
b PEKOMEHIOBAHHOM
TTUTEpaTyphl
Co3pmaHue oTyeTa
Mo J1a00paTOPHOA
pabote
15 PBammra WCIJIa na/li3y4nts mMatepuansl 4,65 |Hcnone3oBath Matepuabl IeKuuH|  YCTHBILH onpoc,
peanpusATHI. NEKIUH 1 Y PEKOMEHJOBAaHHOMW JINTEPATYPHI | 3aIIuTa J1ad. paboThl
[PEKOMEHA0BAHHOU
TMTEpaTyphl
Co3maHue oTyeTa o
mabopaTopHOH
pabote
16  PBamuTa 3y4uTh MaTepuabl 3 Hcnonb3oBaTh Marepuansl J€KIUY|  YCTHBIHN OIIpoOC,
KOMMepueckoil TaitHplPTCKIIH 1 Y PEKOMEHJOBAaHHOMW JINTEPATYPHI | 3aIIuTa J1ad. paboThl
Ha [peIPUSTHH [PEKOMEHJOBaHHON
TUTEpaTyphl
Co3maHue oTyeTa Io
maGopatopHOi
pabote
17 [HoaroroBka K 3yunuTh MaTepuaibl 36 Hcnonp3oBarh MaTepuabl JEKIUH DKk3aMeH
PK3aMEHY TIEKIUH 1 1 PEKOMEHJOBaHHOM JINTEPATYPHI
[PEKOMEHJOBaHHON
nUTepaTyphl
6.2. TemaTuka u 3agaHust AJ151 J1a00PATOPHBIX 3AHATHH
1 AyIuT aKTHBOB NPEANPUATHS U popMHUpOBaHNE TPEOOBAHMUI K 3aIIUTe
2 Cpencta 3amIHTHI B JIOKAIBHBIX ceTsix ACL
3 Cpencrta 3amuTh B JIOKaBHBIX ceTsiX VLAN u AAA
. BeisiBIeHMe 1 aHAIM3 KaHAJIOB yTEe4eK
4 DLP.B y
5 DLP. Pa3paboTka mpaBt
6 BrI00Op cpeAcTB 3aluThI IS TPEIIPHSTHS
7 Firewall OPN Sence
8 GPG
9 SNORT n NMAP
10 SNORT u Metasploit
11 AHanu3 TpeOoBaHMIA 3aKOHOJATENbCTBA B 00macTh 3amuThl KT
HaJlu3 TPpeOOBaHNH 3aKOHOAATENBCTBA B 00IACTH 3aIUTHI
12 | A ped 6 ruc
13 Paspabotka cucremsl 3amutsl UCIIJ{H Ha npeanpustun
14 Pazpabotka cuctemsl 3amutsel KT Ha npeanpusituu




7. IlepevyeHb OCHOBHOM M J1ONOJHUTEJIbHOM JIUTEPATYPbI, HEOOX0AUMOI 11
OCBOCHUS TUCUHMILIMHBI

OcHoBHas nTuTeparypa

1. Crounsia, B.I. MudopmannonHas 0e30MaCHOCTh BBIYMCIUTEIBHON TEXHHUKH @ y4eOHOE
nocoobue / B.I. CouneiH ; MwuHHCTEpCTBO o0O0Opa3oBaHuMs W Hayku Poccuiickoi
Oenepauun, Tomckuit TocymapctBennslii YuuBepcutrer CucreM VYrpaBieHUss U
Pamnosnexkrponuku (TYCYP).-Tomck : Onp Konrtent, 2011.-148 c. : wn.,tabmn., cxeM. -
ISBN 978-5-4332-0020-3; Toxe [DnekTpoHHBII pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=208694

2. 3arunaiinos, FO.H. Teopus mHdpopmanmoHHOW 0€30MaCHOCTH YW METOMIOJIOTHS 3aIlUThI
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n/ Crnenuanu3upoBaHHbIe ayTUTOPHH U KJIACCHI Homep aynuropuu
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2 | KommbrotepHbie Ki1acchl E-327, E-320

Yu4ebHoe 00opynoBaHue
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1

1 | MS Windows (Dream Spark Premium), Linux E-327
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4 | VirtualBox E-327, E-320
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